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dare to share
It’s now less than a month until the shadow  
market is due. What’s striking is that so close to this critical milestone, 
it remains very difficult for even an interested and reasonably dili-
gent observer to call how the next few months are going to go.

With such a complex programme, conflicting messages may to 
some extent be expected. But it is hard not to remark on how stark 
some recent contrasts have been. Three independent reviewers 
in spring found the successful delivery of the Open Water pro-
gramme to be in doubt, “with major risks or issues apparent in a 
number of key areas”. Responding three months later, the Open 
Water partners said everything was largely on track (see p26-
28). Just last month an industry workshop agreed there were “no 
fundamental barriers” to on time shadow and go-live, but went 
on to scope out plenty of risks including around the critical issue of 
water quality (see p25 and interview p8-11). 

There is reasonable visibility around central arrangements. 
Perhaps excepting the unduly long delay in publishing the Inde-
pendent Review, the Open Water parties have throughout been 
transparent and in my experience very willing to engage. MOSL 
in particular has been as frank about its setbacks as its successes 
and has earned cooperation and respect as a result. 

Taking a leaf out of that book, it can only do good at this criti-
cal juncture to go for transparency max. Three areas in particular 
need attention:
❙ Market participant readiness. It is genuinely difficult to get a handle 
on this without being privy to up to date information from the vari-
ous assurance work strands underway. It is possible to discern themes 
giving rise to concern – for instance data upload success and settle-
ment  –  but not to tell how real or how widespread these are. 
❙ Customer awareness. Most customers are probably still in the dark. 
The IR said improving customer communications was critical. The 
Open Water website is being revamped to this end but there has 
been little in the way of an obvious surge of activity more widely. 
❙ Who’s competing? Some incumbents and the very keen inde-
pendents have shown their hands and more activity (rebrands and 
potentially corporate deals) is expected. We can still only speculate 
as to wider new entry. 

To build confidence, work through problems and raise awareness, 
as much real-time information 
as possible should be shared 
through shadow and beyond. 
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repOrt sector looks for brexit silver 
linings – research from our expert Forum. 

  INtervIeW marcus rink on the dWI’s 
pioneering approach to water quality 
regulation based on managing risk.

repOrt sector wide data dashboard 
discover Water goes live.

repOrt “New pin” network scopes out 
resilience fit for the 21st century. 

INdUstrY COmmeNt  Localism, democracy 
and water investment.

  FeAtUre deFrA is developing an ambitious 
vision where abstraction, retail and 
upstream reforms work together.

  repOrt does the UK still have gold 
standard regulation?

  repOrt Connections charging rules. 

  INdUstrY COmmeNt CGI on the 
cybersecurity threat to operational 
technology. 

NeWs revIeW thames tideway audit could 
have Water 2020 implications.

repOrt Industry scopes out go-live “bear 
traps”.

  repOrt Open Water shakes off amber/
red rating and unveils timetable for 
transition to the new market.

  NeWs revIeW Wholesale charging rules 
and soFr arrangements.

  NeWs revIeW household retail market 
would need to be right first time.
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RePoRT|tWr expert FOrUm 

As Neil Dhot notes in his com-
ment (see left), The Water re-
port expert Forum – leaders 
and opinion-formers from 

in and around the sector (see box tWr 
expert Forum) – was far from enam-
oured by the prospect of Britain leaving 
the eU when we polled it in april before 
the vote. Few saw much upside potential 
for the water industry, while plenty saw 
downside risk. In overall terms, two-
thirds said Brexit would be negative for 
UK water. a further 19% considered 
it would have no effect, and just 14% 
thought it would be positive. 

Last month, we re-polled the Forum 
on Brexit issues, in light of the Leave re-
sult. overall sentiment remains far from 
upbeat and there is a pervading sense of 
uncertainty. However, the industry seems 
calm, and sentiment is punctuated by 
pockets of optimism and opportunity.  

Quality regulation
one of the key areas of concern before 
and in the immediate aftermath of the 
referendum was that outside of the eU, 
UK environmental and water quality 

seCtOr 
LOOKs FOr 
brexIt sILver 
LININGs

Water 
leaders are 
still blue 
about brexit, 
but are 
looking to 
make the 
best of it, 
according to 
our latest the 
Water report 
expert Forum 
research. 

Before the referendum, The Water Report expert Forum gave an overall 
negative outlook for the UK’s water sector if the result was a Leave vote. 
There is evidence of slightly more positivity now that we know Brexit is 
happening and that we just have to get on with it. But get on with what? 
To start with, no-one knows what Brexit actually means – are we going 
for a norway, a norway plus, or a new model? This is a fundamental 
question because it is hard to continue planning for the future when we 
don’t know what rules we’ll be playing to.

so the biggest and most obvious problem at the moment for water 
and every other sector is a lack of certainty. This was by far the most 
common emotion or sentiment among the various water associations 
and groups when we met in August to discuss the sector’s outlook. We 
looked at risk and opportunities in four areas: policy and legislation, 
trade and exports, inward investment, and research and funding.
❙  Policy and legislation.  We felt the sector could actually go a very long 
way in creating a strong degree of certainty for itself without having to 
rely on what happens across the UK-eU negotiating table. A good start 
would be for DeFRA to publish its strategic Policy statement, with among 
other things its position on future minimum levels of resilience and on 
household competition.  

Also, it is likely the UK will leave the eU in some shape or form just 
around the time we embark on the next price cycle and the next na-
tional environment Programme. The sector is already planning for these 
but we could do a massive amount of work to meet legislative require-
ments that may no longer exist at the time of plan delivery. so the whole 
sector, not just regulators, need to work together to think this through.

on environment standards specifically, there was very strong agree-
ment across all the associations that we want to stick to the environment 
standards and principles we have now via the eU, although there could 
be different approaches to implementation. We also saw major op-
portunities through an adaptation/replacement of cAP to deliver better 
outcomes for management of the environment.
❙  Trade and exports. Looking abroad, and how we export our sector 
expertise, there was certainly confidence that the government is doing 
the right things to support our companies getting involved in projects 
outside of the eU. However, we need to see even greater focus from the 
government on getting trade moving. Also, there is not so much confi-
dence that we’ll compete so well in the eU now and in the future.
❙  Inward investment. The ability to attract eIB finance during the Brexit 
negotiation period is a big area of concern for water companies. We’ve 
had more than £5bn from the eIB since 2010 and are by far the largest 
recipient of its loans compared to any other eU member state. We are 
certainly looking for absolute clarity from the eIB that nothing changes 
during the negotiation period. once we leave, however, it is very difficult 
to imagine any other scenario other than the UK taking its share out of 
the eIB and us no longer being eligible for loans.
❙  Research funding. We have heard strong anecdotal evidence of deci-
sions in the supply chain being put on hold because of the uncertainty.  
some eU research funding has apparently also put on hold, but since our 
discussion I have heard more positive examples of eU research funding 
still coming to the UK. 

By neil Dhot, head of corporate affairs, 
Water UK.

TWR exPeRT FoRUM

the Water report, in partnership with market research 
company Accent, set up the expert Forum to consult 
every other month on a key industry issue. Approximately 
half our Forum members are at board level and most of 
the remainder in other senior management positions. many thanks to all 
those who have joined. 

Group members are emailed surveys which should take no more than 
ten minutes to complete. responses are treated as confidential. Find-
ings will be reported in aggregate only and any comments used will be 
anonymised. 

the next Forum will take place in October for the November issue of 
the Water report. We would be delighted to welcome more members in 
senior positions. If you are interested, or if you have a topic suggestion for 
the Forum, please email karma@thewaterreport.co.uk
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tWr expert FOrUm|RePoRT

standards could slip. as chart 1 on p6 
shows, two thirds of our respondents 
now expect existing standards to be 
maintained. Comments in support of 
this stance include: “eU standards are 
too entrenched in UK law to be over-
turned” and “We would be foolish to 
row back from existing standards. at the 
very least they should be maintained and 
where possible (and reasonable) raised.” 

There is absolutely no sense at all of 
the industry seizing the opportunity of 
eU exit to push for lower standards; one 
respondent summarised: “We will be lob-
bying hard to ensure status quo or better.”  
This sentiment also surfaced in a poll of 
the supply chain conducted by British 
Water (see box, p7). 

only 12% of expert Forum members ex-
pected quality standards to be rowed back. 

Some felt this would happen incrementally 
rather than intentionally too: “I believe the 
intent will be to maintain existing standards 
but that mission creep will inevitably weak-
en them.”  It is notable though that no one 
expected standards to rise straightforwardly. 

The explanations of some of the 17% 
who opted for “other” option are interest-
ing and suggest the possibility of a silver 
lining to the wider Brexit cloud; coming 
out of the eU offers the chance of trying 
new things and tailoring quality regula-
tion to better suit the UK situation. For 
instance: 
❙  “We will see more emphasis on out-
comes rather than process. Standards 
will not be relaxed per se, but where eU-
wide standards are inappropriate for the 
UK there is likely to be a more pragmatic 
approach by regulators and government. 

equally, there will be the opportunity 
to deliver further improvements where 
they can be justified by cost-benefit as-
sessment. With the risk of infraction re-
moved, there will be the opportunity for 
water companies and regulators to work 
together to deliver a more risk-based in-
novative approach to standard setting, 
permitting and regulation.”
❙  “expect the UK to be more resistant to 
copying future initiatives from the eU on 
environmental and water quality regula-
tion. expect UK to introduce future new 
legislation much more focussed on our 
particular issues and for our regulators to 
have a much greater input into pushing 
new legislation.”

We also asked The Water report ex-
pert Forum who should decide how the 
UK outside the eU proceeds in terms of 



september 2016  tHe Water report6

environmental and quality standards. The 
government (in various guises – DeFra, 
parliament, government) was the most 
commonly offered answer, with many 
specifying that it should act after taking 
advice from other stakeholders. There 
was not absolute consensus though. Some 
said regulators should decide (again fol-
lowing consultation), while others felt 
everyone should determine our choices. 
one member offered: “There should be 
a public debate, with the opportunity for 
stakeholders in civil society to voice their 
views. There should also be an opportu-
nity for ordinary members of the public 
to have their say.” 

others pointed out that leaving the eU 
would not necessarily mean an end to eu-
ropean influence in our decision making: 
❙  “[Decision-making on quality stan-
dards] will no doubt be a combination of 
UK and eU as the UK will still want to 
gain access to eU markets.”
❙  “If we end up joining Norway and Ice-
land in the eea we will not have the option; 
most standards will still be set by Brussels 
but we will have lost our ability to influ-
ence how they are set. If we are not part of 
the eea it will give us more freedom for 
regulators and industry to work together to 
consider what’s appropriate. But regulators 
will always have the final word.”

Investment
Forum views on the second major risk for 
water raised by Brexit – the looming loss 

of european Investment Bank finance – 
were altogether less peppered with posi-
tivity. as chart 2 shows, 41% feel a loss 
of eIB funding will be significant or very 
significant for water companies, with the 
bulk of the remainder (47%) simply un-
clear on what this will mean. 

The upshot could be costly. one mem-
ber said: “If eIB funding is not available 
then water companies will be dependent 
on a smaller and probably – given the size 
of the eIB lending flow – less liquid fund 
pool. eIB has long had confidence in the 
water companies’ ability to manage and 
the cost of their money has been reason-
able – so I guess the cost is more likely 
to rise than fall if a competitively priced 
party removes itself from the market.” 
another however was confident the UK 
would rise to the occasion: “Work will 
have to be done to secure new loans at 
terms equivalent to or better than the eIB. 
It is a good challenge for treasury teams 
to have.”

For water investors more widely, many 
noted that Brexit has its upsides. one ob-
served: “Water will become a ‘safe port 
in a storm’;” another that “From an in-
vestor perspective, the water sector has 
done well since the vote, as a perceived 
safe haven. Customers have yet to see any 
real improvement in their lot but many 
will have experienced the downside of the 
currency weakening.”

The last comment points to the diver-
gent fortunes for customers and investors 
that may fall out of the decision to Leave 

– one that was flagged quickly after the 
vote by ofwat’s Cathryn ross. as chart 3 
shows, our Forum did see more upside for 
investors than customers, but the fortunes 
of the two groups were not perceived as 
wildly different. 

one member indicated we should not 
get too wrapped up in this debate, as 
the economic fallout of Brexit would be 
dwarfed by other global issues: “UK WILL 
survive outside eU but the economic im-
pact is likely to be dwarfed by real global 
issues – eg will China revalue the remn-
inbi? Will trump get elected president of 
the US, will the european banking system 
survive Basel III and the long term impact 
of Qe?”

Wider context
Looking beyond the key water issues of 
quality standards and investment, our 
research revealed on one level a rela-
tively comforting picture of the sector. 
Compared to many other industries, it is 
reasonably well isolated and hence pro-
tected from political change. 82% do not 
expect any immediate or short term pol-
icy changes for the sector on the back of 
Brexit or the new government team. 

We also asked about the likely effect 
of leaving the eU on the UK’s market 
reform agenda. Virtually no one envis-
aged any impact at all for the scheduled 
opening of the business retail market next 
year. Most felt there would be no impact 
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on upstream or abstraction reform either, 
though among those who felt there would 
be an impact, views were polarised. Some 
felt Brexit would oil the wheels of reform: 
“I believe that the government will feel 
emboldened by the freedom that Brexit 
gives to pursue a greater push to competi-
tion in the market;” and “reduced envi-
ronmental regulations will aid transfer.” 
others felt that progress would be slowed 
(for good or ill) by the emergence of more 
pressing issues. 

The latter sentiment was far more 
evident around household retail market 
opening. Many felt this would be delayed, 
rethought, or even completely abandoned 
as the government becomes engulfed in 
negotiating our departure. 

However the Forum was very much of 
the opinion that the impact of Brexit on 
the water sector could not be considered 
in isolation; rather the sector’s fortunes 
are tied up with the UK’s stance more 
widely. on the quality standards point in 
particular, this is very much likely to be 
bound up with securing UK access to eU 
markets. among the comments we re-
ceived along these lines included: 
❙  “…It is very difficult to look at Brexit in 
isolation without considering what will be 
the likely obligations to be placed on the 
UK for our goods and services to enjoy 
continuing access to eU markets.”
❙  “…We want to trade with eU so agri-
culture/industry and export products will 
have to meet eU standards. We will need 
to understand which Directives we HaVe 
to adhere to, in order to retain/increase 

our right to trade and which are more dis-
cretionary.” 

Negotiation priorities
The following were cited (in no particu-
lar order) by Forum members as water 
sector priorities for the exit negotiations: 
gaining certainty and clarity over policy; 
maintaining free access to markets for the 
sector’s products and services; maintain-
ing access to eIB finance; retaining the 
ability to influence future regulations; 
maintaining/enhancing environmental 
protection; ensuring any new system of 
farm payments helps protect water; reas-
suring customers of high quality service 
in or out; striking the right balance be-
tween environmental directive compli-

ance and affordability; and influence over 
employment law. 

However, as chart 4 shows, fewer than 
half of Forum respondents are confident 
the water sector’s interests would be se-
cured in the exit negotiations. one noted: 
“It will be a low priority compared to oth-
er sectors”; another that: “Water has no 
real policy champion in UK and it is not 
seen as a vital sector – more of a given – so 
I imagine that more immediate concerns 
such as migration and trade barriers will 
take most of the effort.” 

Most of the remainder felt it was simply 
impossible to say at this stage. one offered 
these closing thoughts: “Speculation on 
what Brexit might mean is good for conver-
sations in the pub, but at this stage there is 
too much uncertainty to have a clear view. 
The sector would be better to think about 
how it would like to see the future, and what 
it needs to do to influence it.”  tWr

20% of british Water’s 185 members responded to an on-
line survey following the referendum result in June to as-
sess their immediate thoughts about brexit. Companies 
were optimistic about the implications of brexit for their 
own organisations, but less optimistic and less certain 
about prospects for the water industry as a whole (see 
chart). Key requests from the government and its agen-
cies for support to companies in the pre-brexit period 
included: better information; improved clarity of issues; 
better communications with the supply chain; and, 
interestingly, a non-dilution of eU-based regulations.

Source: British Water

BRITIsH WATeR MeMBeRs’ sURvey
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InTeRvIeW|mArCUs rINK, dWI

It is a year since Marcus rink became the Drinking Water 
Inspectorate’s chief inspector. In that time, there has been a 
quiet but significant transformation going on in the organi-
sation to ensure water quality regulation stays in pace with 

the times. Specifically, rink has in his sights pioneering a risk 
based approach to water quality regulation and ensuring water 
supplies for consumers are resilient as well as wholesome.

Compliance and risk
The focus of quality regulation until recently has been compli-
ance. Thirty nine parameters are set out in regulation and com-
pany performance is measured against them using the Mean 
Zonal Compliance (MZC) methodology. essentially this mea-
sures and averages the number of failures on a zonal basis and 
then aggregates the averages to provide a grand average. against 
this measure, the industry does extraordinarily well. Data on 
2015 released in July shows compliance to stand at 99.96%. 

rink observes: “99.96% means something like 600 failures oc-
curred in some 1.8m analyses. That’s truly staggering when you 
think about it…the water industry should be rightly proud to 
have so few failures in that many samples.”

However he continues to explain that compliance isn’t the only 
game in town. “Five hundred and fifty five events were reported 
to us in same period [2015],” he says. “That’s almost the same 
as the number of compliance failures. We know when an event 
happens, that’s much more serious because something has actu-
ally gone wrong. our primary objective as a regulator is to en-
sure water companies always provide wholesome and sufficient 
water…so why are 555 events happening when the industry is 
performing so well?” 

to address the apparent mismatch, the DWI wants the wa-
ter industry to shift its focus away from only trying to prevent 
compliance failures to ensuring there a fewer events and, when 
events do happen, that they are managed appropriately so sup-
plies to consumers are affected as little as possible. rink observes 
that ploughing substantial sums of money into “trying to reduce 
failures by 0.04%…doesn’t necessarily serve the consuming pub-
lic. We need to look at what we can do to reduce the number of 
events or if we can’t do that, at what reduces the impact”.

This will involve managing risk throughout the water chain 
from catchment to tap. Companies have completed and returned 
risk assessment data to the DWI since 2007 but it was only late 
last year that the Inspectorate finalised a database which sets a 
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the dWI is pioneering an innovative 
approach to water quality regulation 

based on managing risk from 
catchment to tap rather than 

straightforward compliance. Chief 
inspector marcus rink explains.

We are dwarfed by some of our fellow 
regulators. We have to make sure water 
quality is the highest agenda item on 
everybody’s mind.
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commonly agreed framework for summary risk assessment 
reports. The database collects risk information associated with 
catchments, treatment works, service reservoirs and zones, and 
enables the Inspectorate to scrutinise those risks and related 
mitigations. Moreover work is ongoing to chart the outcomes of 
investigations and enforcements. Going forward, all this infor-
mation will be used to manage regulatory risk with new indices 
to identify where the risk of regulatory failure exists.

rink explains the significance: “It’s a really important  change 
of emphasis…MZC is a measure that’s had its day. It was good in 
its day but now we are looking at compliance indices and assess-
ing risk, so if there’s a compliance failure, what does that mean 
in terms of consequences? How has the company acted in terms 
of mitigating that risk? How many people or how much volume 
is supplied and what does that mean in terms of the risk indices? 
That allows us to identify where the risks are. 

“This is real cutting edge risk management. as we develop that, 
we will be able to identify which companies are in the red zone. 
It’s early days. We’ve started by identifying two or three companies 
that were on our risk register and we’ve focussed on those compa-
nies to help them transform their programmes of work. We have 
started to look at the risk assessments; we’ve identified where the 
risks are; and we’ve met with the companies and said ‘these are 
your risks, we want you now to undertake a legally bound pro-
gramme of work to ensure you meet or mitigate those’.” 

Catchment to tap
to help guide companies as they make the transition from com-
pliance to much broader risk management, the DWI has altered 
how it publishes information on quality performance. The 2015 
report was the last old style annual tome. Instead, the Inspector-
ate will from now on produce quarterly reports, with a view to 
providing more timely information on learning points so com-
panies can act more quickly. The first of these new style reports 
– for Q1 2016 – was published in July and emphasises the risk as-
sessment and management approach by going through the water 

chain step by step, spelling out possible risks and providing case 
studies containing learning points. 

General themes identified from the risk assessment dataset 
(the first submissions using the new process began in october 
2015) confirm most hazards are being controlled by mitigation 
measures within treatment works, at treated water storage reser-
voirs or in distribution rather than all the way across the chain 
from catchment to tap. rink says there is more water companies 
can do at each end of the chain in particular to safeguard water 
quality cost effectively:

❙  In the catchment: The Inspectorate points out there are many 
benefits to catchment management approaches that address qual-
ity issues at source and provide a sustainable, long-term approach 
to managing diffuse pollution. These schemes benefit the wider 
water environment, reduce the need for additional water treat-
ment and remain the DWI’s preferred management approach. 
Management of the slug killer metaldehyde is particularly perti-
nent. rink explains there have been some very successful pilots 
in which farmers and growers have been either incentivised to re-
duce metaldehyde use or educated to use it wisely. But he accepts: 
“Upscaling that is going to be difficult.” Where there has been a 
downturn in metaldehyde coming out of treatment works, this is 
mainly because companies have been managing abstraction bet-
ter – taking water when metaldehyde isn’t present. “But metalde-
hyde is still entering the catchment. There has to be a much wider 
strategy involving a number of stakeholders – ourselves, the water 
companies, farmers and so on to work together to reduce metalde-
hyde  use, especially in catchment sensitive areas where we know 
that influences the river. We hope to work through that with our 
fellow regulators to build a sustainable strategy for the future.”  

DeFra is currently working with the DWI and the environ-
ment agency on proposals for future metaldehyde control in time 
for aMp7 planning and the next round of Water resource Man-
agement planning. These will include regulatory options but will 
also leave space for additional catchment management work.

Rink: Mean 
Zonal  
Compliance 
is a measure 
that’s had 
its day.
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❙  plumbing: Just over 30% of compliance failures in 2015 
were due to problems with consumers’ domestic systems. The 
argument that water companies can’t influence what goes on 
once water reaches customers’ premises doesn’t wash with 
rink. on one level, he says firms have a duty to make rea-
sonable effort to solve problems found at tap – for instance, 
treating lead levels by phosphate dosing, and looking for in-
novative solutions to other problems. But beyond that, he 
envisages companies taking a much more proactive stance. 
“Looking much much further ahead, it’s not about trying to 
not find a failure, it’s about the strategy you adopt in ensur-
ing in ten, 20, 30 years the failures are reduced because of the 
strategy you adopted.” among specific initiatives on his radar 
are water companies working more closely with plumbers to 
educate them about, for instance, the dangers of using lead 
solder on water fittings, and proactively recommending Wa-
terSafe trained plumbers to customers. 

Lean regulation
In shifting its focus away from straight compliance to the more 
effective management of risk, the DWI aims to deliver pro-
portionate and effective regulation. rink admits that practical 
drivers underpin the stance too: the DWI has a team of just 41 
and a budget of under £2.5 million. Yet it regulates an industry 
which delivers 14 billion litres of wholesome water to consum-
ers in england and Wales every day and provides advice for lo-
cal authorities to regulate 50,000 private supplies. annually, this 
entails the assessment of over 4m pieces of analytical data, over 
600 event investigations and audits, over 200 risk assessments 
and legal notices and nearly 1,200 enquiries from local authori-
ties, consumers and organisations. Self-regulation in the form of 
company risk assessments and the identification of regulatory 
failure through risk analysis of that data – together with wider 
collaboration with companies and quality regulators around the 
world – are ways of getting the job done with the resources that 
are to hand. rink comments: “We are focusing on a couple of 
companies now – 7-10%. If we were focusing on all companies 
you could multiply our staff five or ten times and get to the mag-
ic figure of a couple of hundred. But we’re not doing that; we’re 
looking at 10% of the key issues which means we can do that 
work with the small number of staff we have now.”

But does the approach itself carry risk? rink acknowledges the 
issue: “We are very cautious in terms of how we roll this out be-
cause I am conscious this is – and I hate to use the words ‘think-
ing out of the box’ – but it is.” He stresses consultation with the 
industry and other stakeholders has been an integral part of the 
shift. “Last year we started saying we are going to interface with 
our industry a lot more and we are going to  consult with them 
a lot more. We have taken the opportunity to go to Water UK 
and discuss with all the water companies. We are not creating 
a measure and saying ‘here you go’. If you do that you are going 
to create dissatisfaction.”  rink adds the industry’s response to 
the change has been “pretty good – I’m quite satisfied with that”. 

resilience 
a related issue, and another on which rink is focused, is in-
creasing the resilience of safe supplies for customers. The DWI’s 
2015 report puts three treatment work problems in the spotlight: 
Severn trent’s Frankley works where disinfection failed for six 

hours, potentially affecting 1.5 million consumers; United Utili-
ties’ Franklaw works, where Cryptosporidium detections result-
ed in boil water advice to up to 700,000 consumers; and affinity’s 
egham works, where a burst occurred on the sole 1,000mm glass 
reinforced plastic main between the treatment stages, threaten-
ing supplies to 280,000 consumers. together these three cases 
raise the issues of long term strategic planning to avoid supply 
failures where there is no obvious opportunity to recover; and 
insufficient design resilience. 

rink asserts: “We have to build resilience. You shouldn’t be 
in a situation where you have a critical water treatment works, 
small or large, where you haven’t thought about the resilience 
of that works – people, technology, processes.” In the affinity 
example, he says the burst pipe problem could have been dealt 
with with minimal customer disruption had two pipes rather 
than one run between the treatment stages. In a more general 
example, he says where an instrument is critical, there should 
be two rather than one. The Inspectorate’s report notes: “plans 
should include not only interconnection between works and 
systems, but process redundancy, operation within design limits, 
appropriate technology and competent staff all brought together 
through risk assessment and mitigation. This year, companies 
submitted their risk assessments to the Inspectorate and it is 
clear that long-term asset planning for water quality will need to 
be a priority to maintain a resilient supply.”

Does rink think we will simply need to stomach higher bills 
to increase resilience? His response has two strands: that some 
works are simply too critical to risk failure; and that long term 
costs need to be considered rather than just short term prices 
– in other words, resilient infrastructure may be cheaper in the 
long run, even if it costs more in-aMp. “I want the companies 
to think the longer game,” he says. “If we’re talking about works 
that need to be designed with capacity for 30, 40, 50 years ahead 
– we have service reservoirs designed for that  – we need to drive 
companies into risk mitigation for the future.” 

He calls on the example of the Mythe works whose pump room 
flooded and where only 25,000 of the 375,000 people served by 
the plant could be re-zoned when it went down. “What was the 
mitigation there? Stick a wall up. I think some companies need 
to look critically at their treatment works and say, ‘if something 
went wrong, how would I deal with it? How have I mitigated it? 
Would the consumers notice nothing’?” He notes in the Mythe 
case, Severn trent has since looked at interconnection. 

market context 
rink’s commitment to risk based regulation and the resilience 
agenda are evidence of his determination to ensure the DWI 
moves with the times. He comments: “We are going through a 
sea change at the moment with open Water, competition and 
so on, and changes in legislation. If we don’t think about these 
things and we are not innovative, I think these changes will go 
ahead of us and we’ll be left behind.” 

to this end, rink explains it is essential for the DWI to work 
closely with its fellow regulators. “It would be so easy for another 
regulator to go in a particular direction and not be aware of what 
we are trying to do. So we are trying to work together for the 
benefit of consumers.”  He cites the example of financial incen-
tives: if they are based solely on compliance, companies will pri-
oritise that to the neglect of the wider risk piece. 

InTeRvIeW|mArCUs rINK, dWI
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Unlike some of his fellow regulators, rink is not overly con-
cerned about the implications of the UK’s decision to leave the 
eU. While we remain in the Union, it is very much business as 
usual: we remain bound by the Drinking Water Directive and 
will continue to implement incoming legislation such as the 
Directive’s annex II and III revisions due in force by october 
2017. What happens to the directive during the leaving process 
depends on how negotiations go, but rink is confident no one 
would tolerate lower standards in something as fundamental to 
human health as drinking water quality.  “There will always be 
water quality regulation; there has to be water quality regulation. 
It shouldn’t in any way be lessened. Would you think the public 
would accept a lightening of the standards? …the regulations 
[which derive from World Health organisation ideas at any rate] 
will have to be there and that’s what we will be doing.” 

Market reform, however, does need an ever watchful eye. 
rink emphasises that the Inspectorate is neutral on the policy 
issues of whether or not to introduce competition into any re-
tail or wholesale market; its role is purely “to ensure any risks 
that occur are appropriately considered and mitigated by those 
companies entering the market”. to this end, it has fed into the 
codes that will provide the framework for the non household re-
tail market and has been party to the WSSL process. 

Is rink satisfied drinking water quality will continue to be 
safe as the retail aspects of the market change? He considers: “as 
with all things that are new, there are new challenges to be had. 
I do believe as you increase the complexity of anything, you in-
crease the number of potential challenges. We do potentially see 
that with extra players we would have to have extra attention. It 
doesn’t mean it can’t be done and it doesn’t mean it shouldn’t be 
done. It just means those who are entering the market need to be 
focused on water quality and we will do that.” 

In the wholesale segment, rink is clear that pressures on re-
sources demand innovation. He notes that at around 120 litres 
per person per day, we are now using “about double what we 
were using 30-50 years ago –  and as we’ve doubled the [popula-
tion] density in some areas, we have a doubling of the doubling”. 
as part of DeFra, the DWI is keen on sustainable and creative 
use of resources going forward, including on water efficiency ac-
tions, use of alternative waters, reuse, and more storage.

on the specific matter of water trading and bulk transfer, rink 
stresses water quality consideration must underpin decisions. In 
its 2015 report, the Inspectorate highlighted weaknesses existed in 
the protocols and arrangements for many existing bulk supplies. 
“The Inspectorate was disappointed to identify 25% of water com-
panies’ bulk transfer protocols did not include a regular transfer of 
data or interaction between provider and recipient company. The 
Inspectorate’s audit revealed that the majority of arrangements had 
not been reviewed or updated since being introduced in 2012.” 

as incentives to trade both raw and treated water grow, the 
DWI will be scrutinising the risk assessment data companies 
provide. rink says: “We will be doing analysis of those risk as-
sessments and where we identify any increasing areas of focus, 
then we would ensure we provide the right incentive for traders 
to ensure water quality is the utmost priority.” 

The transport of water which is not compliant (for instance if 
metaldehyde is present) could be considered as an offence, as could 
a situation in which a new source causes another system to become 
non-compliant. referring to experience in Flint, in Michigan in the 

US, rink explains: “It’s entirely possible to take entirely wholesome 
water and to put it into another system and for it to become un-
wholesome.” He provides an example: if an area that has mitigation 
in place for pesticides exports raw water to an area that doesn’t, pes-
ticides could present in the drinking water of the recipient area. He 
continues: “We accept there will be water export and import – it’s a 
necessity and we encourage that  – but our job is to mitigate the risk 
or ensure the companies know they have to mitigate that through 
risk assessment. Quality must always go first: what are we doing? 
Why are we doing it? What are the hazards? Have we mitigated 
them and can we do it in a cost effective way?” 

Future outlook
as the complexity of the industry grows and, potentially, as more 
participants become involved, will the DWI be able to cope with-
out additional staff and resources? rink insists it will. “as more 
companies come into the market as retailers or wholesalers, 
they’ll have to become part of the model. The beauty of it is we 
are able to fit them in to the model we are developing and our 
existing systems  – compliance events, risk assessments and our 
responsive area which is audits where we go out and respond to 
where events happened or where there are risks. But I’d never say 
we couldn’t do with a few extra staff!” 

It has been widely acknowledged that the DWI’s extensive par-
ticipation in the Customer Challenge Groups at the last price re-
view stretched the organisation to the limit. rink intends to rein 
in the Inspectorate’s participation at pr19: “For the CCGs, bear-
ing that in mind and that they found our input quite a help, the 
position we are taking is that while we can’t attend every meet-
ing – we don’t have the resource to do that – where water qual-
ity matters and the CCGs would like some guidance from us on 
that, they can either do that through correspondence or if neces-
sary request that we attend. It’s the way we have to adapt. We just 
don’t have the people. If I had a couple of hundred staff, sure.” 

However the market and the wider regulatory agenda develops, 
rink and his team need to keep punching above their weight. He 
concludes: “We are dwarfed by some of our fellow regulators. We 
have to make sure water quality is the highest agenda item on ev-
erybody’s mind. Why? a consumer will always say having good 
quality water is the most important thing. If that’s the highest item 
on the consumer’s mind, it should be the highest item on the com-
pany’s mind. So that’s where I’m trying to drive it.” 

rink’s assertion on the primacy of drinking water quality was 
borne out by research underpinning the launch of the new cus-
tomer information resource, Discover Water. Those charged with 
developing the new website, which covers health, environmental, 
social and financial issues around water, have reported consumers’ 
top priority was accessing accurate information on drinking water 
quality information (see report, p 12)  tWr
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I am conscious this is – and I  
hate to use the words ‘thinking  

out of the box’ – but it is.
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the sector has successfully collabo-
rated to develop and launch phase 
one of a new online information 
resource on water and wastewater 

in england and Wales. Discover Water 
www.discoverwater.co.uk went live in 
July, offering customers and any other 
interested parties simple data at an ag-
gregate england and Wales sector level 
on around 60 metrics. These are grouped 
under the headings of: water quality, en-
vironmental performance, customer sat-
isfaction, pricing, water to tap (supply) 
and sink to sea (wastewater). 

Discover Water started life as a con-
ceptual “sector dashboard” advocated by 
ofwat.  But under the auspices of Water 

seCtOr dAshbOArd 
GOes LIve
discover Water offers a one-
stop-shop on water data, but 
more contentious company 
comparisons are yet to come.

should be presented. But in the event, and 
to the credit of all those who have had a 
hand in it, Discover Water provides sim-
ple, factual data on key industry aspects. 
Dhot says it is “no spin” and “no call to ac-
tion” and that is right – it offers raw data, 
sourced, and with basic explanation but 
without any accompanying story or mes-
sage. The site has drawn on data that was 
already available and the plan is to do a 
major update annually in summer, with 
additional quarterly updates where fea-
sible and valuable. 

The site has been designed primarily 
with a customer audience in mind, but 
could be of use to many stakeholders as 
a quick source of reference material. all 
aspects have been extensively tested with 
customer focus groups. Dhot explained 
this customer interaction very much 
drove the end result, influencing content, 
presentation and language. For instance, 
customers showed most interest in drink-
ing water quality information, so that is 
highlighted on the site. 

phase two
phase two is due to launch in December 
and will drill down into the performance 
of individual companies. This will enable 
Discover Water users to compare suppli-
ers (see box). If getting this innovative 
project off the ground to phase one launch 
was challenging, phase two looks set to be 
even more testing. Not only will the infor-
mation to be conveyed be more complex, 
but the data will need to be carefully pre-
sented so comparisons are fair. This could 
prove contentious. Dhot explains that one 
particular difficulty derives from the fact 
that in this price period, individual com-
pany outcome Delivery Incentives have 
made direct performance comparisons 
difficult. No company will relish looking 
like a relatively poor performer and may 
be less keen on the raw data approach 
endorsed in phase one, given that leaves 
little room for explanation or context.

among other phase two developments 
that will be considered this autumn are: 
including information on new appointees 
and others as well as incumbent com-
panies; and including information that 
could help business customers choose 
a supplier. The Discover Water steering 
group will be also looking at how the 
site is used between now and December 
and will use the information in finalising  
phase two decisions  tWr

In an August briefing, finan-
cial researcher and advisor 
Lazarus highlighted the in-
creasingly divergent financial 
performance of the WAsCs. 
It attributes this primarily 
to more incentive based 
regulation at pr14, the first 
year results of which became 
apparent in companies’ 
2015/16 annual performance 
reports, published in July. 

Lazarus notes these reports 
are detailed, and not always 
strictly comparable, so it 
opted to focused its analysis 
on a few key areas: return 
on regulatory equity (rore); 
actual totex during the year 
vs Ofwat’s allowance; OdIs; 
and weighted average 
cost of interest. It said: “the 
reports show significant 
divergence between the 
companies on all of these 
metrics… some companies 

perform consistently strongly 
across all metrics, showing the 
increasing value of manage-
ment in a world of greater 
incentivisation.”

Of the areas scruntinised, 
Lazarus considered rore to 
be one of the key metrics 
for equity holders of a water 
company, as it shows the return 
that equity in the rCv earns 
on a post-tax, real basis. Ofwat 
assumed a rore of 5.65% for 
the majority of the WAsCs with 
the exception of pennon’s 
south West Water (sWW) which 
had a rore of 6% due to its fast 
track status. the briefing points 
out: “In 2015/16 the average 
rore across the WAsCs was 
7.2%, although there was a 
wide range with sWW earning 
11.8% and thames 4.5%. this is 
a staggering difference, with 
sWW’s equity earning 2.6x the 
return of thames equity.” 

LAzARUs AnALysIs: PARTIng oF THe WATeRs
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UK, companies picked up the project and 
funded its development, with each com-
pany paying a share proportionate to its 
size. The actual work was overseen by a 
multi-stakeholder steering group includ-
ing representatives from six water com-
panies, all regulators, government and 
CC Water.  Design and build of the site 
was carried out by eY after a competitive 
tender.

Water UK’s head of corporate affairs 
Neil Dhot said the multi stakeholder ap-
proach was necessary for the information 
to have credibility and because a single 
joined up data dashboard was more cus-
tomer friendly than separate company/
regulator/other ones. He considers the 
project is industry leading: “I have not 
seen anything like this in my european 
experience,” he said

No spin
The concept of a sector wide dashboard 
had the potential to be unwieldy; some 
of the early discussions about it seemed 
unclear about who exactly it should be 
designed for; who would use it; what in-
formation it should contain; and how this 

Company data/Lazarus



tHe Water report september 2016 13

resILIeNCe|RePoRT

environmental think tank Sustain-
ability First’s new multi-stake-
holder public interest network 
has advocated a way forward on 

delivering effective and affordable resil-
ience. Its New energy and Water public 
Interest Network (New pin) has published 
a discussion paper which advocates a dy-
namic approach to resilience planning 
(given the uncertainties of climate and 
technological change), and one in which 
demand side measures are deployed be-
fore supply side measures to ensure flex-
ibility and a public interest focus.

The New pin partners – public interest ad-
vocates, companies, regulators and govern-
ment actors with an interest in energy and 
water – start with the premise that even if it 
were possible, removing all risk would be “ex-
tortionately expensive” so the approach nec-
essarily needs to be based on managing risk. 
New pin’s suggested approach is described 
in the diagram and based on the following 
principles:
❙  risk based: take into account the full 
range of risks (including systemic risks). 
❙  agile: be adaptive, keep options open 
and prioritise those delivering multiple 
benefits. 
❙  engaged stakeholders: engage citizens 

21st CeNtUrY resILIeNCe
sustainability First’s “New pin” network has 
contributed to the resilience debate by scoping 
out an approach tailored to today’s challenges. 
and customers in cross sector issues (see 
Industry comment, p14-15). 
❙  Understanding of affordability: account 
for fairness, including between genera-
tions. 
❙  Cross sector view: New pin urges more 
joined up working to share lessons and 
mainstream good practice. according to a 
note: “The water sector can learn from the 
energy experience with markets and the 
involvement of third parties. The energy 
sector can learn from the water experi-
ence with working collaboratively and over 
time with a wide variety of actors to reduce 
the impact of challenges such as flooding. 
When selecting approaches to resilience, 
both sectors need to be aware of how they 
are direct users of each other’s resource.”
❙  partnerships and collaboration: build 
connections to promote diversity, develop 
capacity for response and recovery and to 
spread good practice. 
❙  transparency: share assumptions, clari-
fy responsibilities and explain reasons for 
decisions. 

Changing demands
The resilience picture is evolving in the 
face of climate and technological change 
– in particular: growing electricity de-
pendency; complex interdependencies 
both between sectors and within them; 
the emergence of new actors; new types 
of extreme risks (such as intense rain-
fall); and changing customer/citizen ex-
pectations.  

The network believes existing ap-
proaches to resilience, which tradition-
ally were supply side solutions alone, 
more latterly supplemented by demand 
side solutions, may need to change. For 
instance, they could need to accom-
modate growing localism/regionalism. 
New local and regional approaches can 
provide diversity, be tailored to meet 
resource and community needs, benefit 
from community knowledge and im-
prove the anticipation of future trends 
at the local level. The note observes too 
that engaged communities may be more 
prepared to be active in the demand side 
and to respond to shocks. However, the 
flip side is local solutions can also lead to 
the unwinding of cross subsidies and re-
duce the opportunities for sharing costs 
and pooling risk.

traditional approaches will also need 
to adapt to take account of greater use 
of markets.  New pin observes: “Markets 
can provide a faster and more flexible 
response to resilience than regulation, in 
the process encouraging efficiency, in-
novation and diversity. They can enable 
the emergence of new local actors better 
placed to understand and respond to local 
risks. However, markets can create new 
interfaces that need to be managed and by 
their nature can be disruptive to the net-
works that may still be needed as back-up. 
In some areas, interventions (eg planning, 
building and product standards) may be 
more effective than market approaches.” 

New pin’s discussion paper, Long run re-
silience in the energy and water sectors can 
be found at  http://www.sustainabilityfirst.
org.uk  tWr

A sUggesTeD APPRoAcH To secURIng Long - RUn 
ResILIence FoR cITIzens AnD consUMeRs
given the uncertainties of climate & technological change, an adaptive planning
approach is needed. The diagram below illustrates what this could look like; the
demand side is before the supply side to ensure flexibility & a public interest focus.

systemic risk strategic risk

high impact/
low probability 

risk

Operational 
risk

AnTIcIPATe
❙  Understand trends & risks to services & systems
❙  engage public: what’s adequate & affordable?

❙  Agree what is safe to fail

sUPPLy/DeMAnD BALAnce
engIneeRIng, consUMeR & coMMeRcIAL MeAsURes

❙  transfer & trading
❙  systems balancing & operation

❙  Flexibility services

ResPonse & RecoveRy
❙  Communications

❙  Collaboration & partnerships
❙  social infrastructure

sUPPLy sIDe - engIneeRIng/nATURAL MeAsURes
❙  Capacity/resources/upstream management

❙  Networks
❙  storage

DeMAnD sIDe - consUMeR/coMMeRcIAL MeAsURes
❙  smart metering and tariffs

❙  behavioural insights, educaton & efficiency
❙  demand reduction & response

❙  Losses and leakage

ADAPT & evoLve
❙  review system dependencies 

❙  Use risk based decision making tools
❙  review implications for policy/regulatory 

frameworks 

reputational & 
financial risk

political & 
regulatory risk



september 2016  tHe Water report14

InDUsTRy coMMenT|COmmUNItY eNGAGemeNt

Following the major floods in 
Cumbria in 2015 and Somerset 
Levels in 2014, local communities 
were vocal about their sense of 
inadequate protection. MPs were 
held to account and intense scru-
tiny was placed by the press on the 
authorities. Over in California, local 
tensions have been mounting as 
their drought continues into its fifth 
year, though there there has been 
less attention given to those disad-
vantaged communities most badly 
affected. Often living in the older 
urban areas where water infrastruc-
ture has been failing, for example 
in the San Francisco Bay area, 
these communities have had to 
face both poor services and rising 
utility costs, both exacerbated by 
the drought. However, community 
action has led more recently to a 
participatory research project on 
drought and equity to find solutions 
to this problem.

There is no shortage of examples 
where communities feel they have 
been let down or forgotten by 
those responsible for authorising 
water infrastructure. One in ten 
people lack access to safe drink-
ing water across the world. More 
people have a mobile phone than 
a toilet. By 2060, more than a billion 
people worldwide will live in cities 
at risk of catastrophic flooding as a 
result of climate change. As global 
water problems increase against a 
backdrop of insufficient invest-
ment, this feeling will inevitably 
increase with the potential for civil 
insurrection. Even if investment is 
increased, it is the global scale 
of these water problems which 
particularly creates such immense 
challenges for those who commis-

sion water infrastructure.
In order to deliver solutions at 

a sufficiently large scale, projects 
either need to be big (think of 
Thames Water’s reservoir plan at 
Abingdon) or they need to be 
distributed. Building big will always 
have a place, but big projects 
are slow to commission, can typi-
cally have an enormous impact 
on local communities and if their 
design parameters are superseded 
by changing events they can 
become a liability. Building smaller 
but in more places can be more 
complex to design, implement and 
control. Yet this approach may 
resolve many of the social, envi-
ronmental and economic issues 
associated with big projects.

Here we consider how changes 
in communities’ sense of rights, as 
well as development in technology, 
could help infrastructure develop-
ers adopt a new business model.

Localisation
“Water and sanitation are a hu-
man right! Water is a public good, 
not a commodity!” So said a policy 
agreed by the United Nations 
General Assembly in 2010. The 
first successful European Citizen’s 
Initiative in 2014 sought to create 
legislative support for this policy 
and  campaigners were very 
clear that such fundamental rights 
should not be left to market forces. 
The response from the European 
Commission (EC) was somewhat 
watered down, only issuing guid-
ance on how water companies 
could provide clearer data on 
water quality and water services. 
This initiative nevertheless flagged 
a growing sense that communities 

could hold the authorities to ac-
count over their water rights.

For those making decisions about 
water infrastructure investment, un-
derstanding people’s rights can be 
difficult. Nestlé chair Peter Brabeck, 
who also chairs the 2030 Water Re-
sources Group, has commented on 
this. People need 1.5% of the total 
water available for personal hydra-
tion and hygiene and that is a right. 
It is not viable to treat the remain-
ing 98.5% as a right and indirectly 
undervalue its use because this has 
led to the irresponsible use of water 
in the past and makes future water 
budgeting very difficult.

However, without a consensus 
on how the 98.5% is allocated, 
effective policy and resource al-
location is very difficult to achieve. 
In fact, the idea of any single 
central authority making deci-
sions on this allocation is part of 
the problem. The CBI in its report 
of 2014  said: “Our inability to 
garner grassroots support for major 
projects threatens the construction 
and upgrading of vitally important 
national infrastructure… Too often 
when making the case for major 
infrastructure projects government 
and industry focus too heavily on 
future benefits to the nation as 
whole, ignoring the impact on the 
local community… In the UK, the 
research by Ipsos MORI indicates 
that in the public’s eyes, even the 

largest project is perceived through 
a local lens.”

A switch from central to local 
decision making is taking root in 
the UK. The innovation charity 
NESTA has a programme called 
Mass localism – a way to help 
small communities solve big social 
challenges. It identifies a problem 
with the delivery of localism policy; 
government has traditionally found 
it difficult to support genuine local 
solutions while achieving national 
impact and scale. NESTA’s answer 
is “mass localism”, making local 
solutions effective through local 
specificity, and the ability of groups 
to tailor solutions to local contexts. 
It also published in 2014 a report 
called Making sense of the col-
laborative economy where it con-
cluded: “The holy grail of the col-
laborative economy is helping the 
economy, the environment and 
society simultaneously by unlocking 
the value of idle assets while also 
rebuilding social capital.” In effect, 
this is a formula for turning op-
positional forces into collaborative 
energy, whilst also making efficient 
use of resources.

We are gradually moving from 
a world of “done to” or “done 
for” to a world of “done with” and 
occasionally “done by”. Innova-
tion here can also be seen in the 
way that civic projects are funded 
through the use of community 
crowd funding services, such as 
Spacehive in the UK. The renew-
able energy sector has also seen 
innovation in community participa-
tion. Energy4All, for example, was 
established by Baywind Energy 
Co-op to develop green energy 
schemes owned by the various 
wind Co-operatives around the UK.

INDuStry commENt

WAter ANd demOCrACY
Localism and distributed solutions are gaining ground. 
pyterra’s david Arscott looks at the implications for 
water and suggests how water companies could feel 
comfortable with communities in the driving seat. 

We are gradually moving from 
a world of “done to” or “done 

for” to a world of “done with” and 
occasionally “done by”. 
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technology and  
community
Turning to how technology can 
support new approaches to infra-
structure development, there are 
innovations which allow the realisa-
tion of distributed schemes which 
themselves are more resilient to 
risk and more acceptable to local 
communities.

Infrastructure resilience is cre-
ated when risks can be addressed 
in multiple ways; if one part of the 
water network fails, the remain-
ing parts can provide cover. If the 
network has insufficient capacity 
as demand increases, it can be 
incrementally grown without caus-
ing network failure. Also, a flexible 
and adaptive network can deliver 
multiple services – for example 
water supply, flood prevention, 
water treatment, energy creation 
and biodiversity enhancement. All 
this implies a distributed, networked 
and adaptive system which uses 
sensors, data analytics, automation 
and optimised controls – the very 
stuff that the Internet of Things is 
promoting and around which an 
industry is now growing.

Distributed systems also have 
another very attractive feature: 
they can be applied locally. In 
fact, they can be applied across 
many localities until they create a 
grid able to service entire catch-
ment areas and then connect to 
grids in neighbouring catchments. 
They can also be built as hierar-
chies, with smaller parts feeding 
larger parts and so on. Finally, 
they can use both natural and 
artificial components within an 
overall system, linking rural networks 
with urban networks so that the 
complete catchment water cycle 
is harnessed to meet both strategic 
and local needs. 

For local communities, distrib-
uted systems are more capable 
of meeting their local needs and 
more capable of being initiated 
and implemented through their 
involvement. They also have 

another potential benefit: they can 
be designed as closed loop sys-
tems allowing a water network to 
continually recycle water to avoid 
wastage. This concept is gaining 
a lot of interest as it coincides with 
the Circular Economy agenda as 
well as providing the opportunity 
for integration with other systems, 
such as energy generation and 
recovery.

distributed solutions
The growing demand from com-
munities to engage in infrastructure 
projects in their back yard, and 
the ability of technology to deliver 
distributed solutions, may create 
a stronger argument for support-
ing a distributed approach to 
infrastructure development. But 
development will not happen at 
scale unless driven by business, and 
for this to happen, new business 
models will need to be used.

Business guru Michael Porter is 
an exponent of business creating 
large scale resources for environ-
mental benefit when they can 
meet a need at a profit.  This profit 
allows the solution to be infinitely 
scaled and self-sustaining. How-
ever, he believes that businesses 
need to change the way that they 
see themselves, and communities 
need to change the way they see 
business.

At the heart of this challenge is 
the linear approach that econo-
mies take towards infrastructure 
development: start with a specific 
need, identify a solution, consult, 
gain permits, implement and 
operate. There is an alternative 
approach which uses a circular 
model: identify needs, create 
ideas, filter ideas through commu-
nity collaboration, develop, review 
impact – repeat. This may seem 
a quick route to anarchy, but that 
view underestimates the ability 
of human networks to bring order 
to chaos if it serves their purpose. 
A bee colony is very efficient at 
sending out instructions all the way 

from the queen down to every 
individual bee, and bringing back 
information back up the hierarchy. 
Can human networks also work as 
efficiently if needs are understood 
at every level within a community 
and all branches of the community 
network can contribute towards 
the realisation of solutions? This 
more organic approach has the 
potential to create solutions at 
scale and at speed.

To make this circular model work, 
Porter’s advice to both businesses 
and communities needs to be 
considered carefully. Businesses, for 
example, would need to think how 
they can both brief communities 
on their needs as well as provide 
seed funding to them in order 
to initiate a cycle of the circular 
model. Communities, for their 
part, would then need to see this 
process and the relationship with 
business as part of the motivation 
for resolving their own problems. 
Both businesses and communities 
then need to have sufficient trust in 
each other to work together to de-
liver projects, creating a sufficiently 
risk-free and scalable process into 
which investors can feel confident 
to invest.

How  might this look in practice? 
Here is a theoretical example. 
A shale gas developer wants to 
establish water services for six 
planned 10-bore well pads in an 
area of approximately 70 square 
kilometres. It wants to minimise the 
reliance on piped water and signifi-
cantly reduce exporting truckloads 
of produced water off site. These 
needs are shared with the local 
authority which approaches local 
community groups with the mes-
sage that fracking will take place, 
but it’s a question of what is the 
best approach for local communi-
ties and is there an opportunity 
here to jump-start investment into 
water infrastructure which can de-
liver a range of local water needs. 

The local authority uses an 
independent broker to bring to-

gether key stakeholders (e.g. water 
companies, businesses, agencies, 
land owners) as shareholders in a 
new Community Interest Company 
(CIC) in order to commission and 
develop new water infrastructure 
on behalf of the community. The 
broker is then used by the CIC to 
engage with the community to 
offer individuals a shareholding, 
invite ideas and secure crowd 
funding. This new legal entity can 
then commission projects, includ-
ing those which will support the 
development of a local shale gas 
industry, as well as attract invest-
ment. Such an approach can be 
called a Private Public Community 
Participation initiative.

Conclusion
Times are changing in terms of how 
communities are expressing their 
perceived rights over local services 
and how the call for greater local-
ism and more distributed solutions 
is growing. But time is running 
out to address the world’s major 
water issues. Businesses such as 
water companies need to deliver 
solutions at scale and quickly, 
but they must find a way to feel 
comfortable in having at least 
part of the process being driven 
by communities. There is risk fac-
ing businesses if they do not pick 
up this challenge: householders 
refusing to pay their bills, communi-
ties blockading factories, or legal 
challenges to permitting. As Porter 
said, businesses need to change 
the way they see themselves. While 
communities also need to change 
the way they see business, they will 
inevitably conclude that they have 
a right to subject water services to 
democratic scrutiny.  tWr

david Arscott is founder and 
director of water innovation 
company pyterra. 
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deFra set out ambitious possibilities for abstraction 
reform at the Marketforce Water Market reform 
conference in July. It envisaged abstraction reform 
working together with upstream and retail reform 

to offer a plethora of options to those who need to buy or sell 
water. 

The work comes on the heels of the government’s January 2016 
publication of its abstraction reform policy decisions, which are 
summarised in the box.  

The key element of the emerging thinking is to enable pipe 
networks and natural features such as rivers and aquifers to work 
together rather than as distinct systems.  While water resource 
zones don’t map neatly onto catchments, DeFra believes think-
ing innovatively could enable the dots to be joined up, offering 
more choice to water wholesalers, retailers and consumers and 
better outcomes for the environment.

among the potential commercial transaction options in 
scope, applicable to trading both surface and groundwater, are: 
❙  New entrants selling water to incumbents, either via direct de-
livery into the pipe network or via the abstraction market
❙  Incumbents or new entrants buying from or selling to other 
abstractors via the abstraction market
❙  New entrants or other abstractors selling to retailers with di-
rect delivery into the pipe network via access pricing or with de-
livery via the abstraction market. 

traders could potentially sell a wide range of services to 
make the most of water resources. These could range from the 
straightforward delivery of new water resources either into 
pipe networks or through release to rivers, to more innova-

tive services such as aquifer recharge or river restoration works 
which would allow more water to be abstracted. In fact, the 
vision extends to the creation of brokered markets where those 
who restore rivers, for instance, could sell the benefits to those 
who want them, be it for water supply, or flood protection, or 
for quality improvements. 

Some of these deals are already possible; new entrants can 
sell water to incumbents already, for example, while work is 
also going on in some areas to explore the benefits of water 
course restoration. For instance, affinity Water is undertak-
ing a project to improve the morphology of chalk streams in 
its area. affinity has to make sustainability reductions to its 
groundwater abstractions to replenish water in the streams, 
but the streams are heavily degraded and de-naturalised, 
which fundamentally undermines their ability to support life. 
So alongside the reductions, the company is looking at how to 
work with landowners and others to re-naturalise some of the 
streams. as part of the work it has set up an extensive moni-
toring project to improve the data it holds on the relationship 
between abstraction reductions, river restoration and water 
quality. abstractors of the future could have an interest in 
helping to re-naturalise the catchment they exist in so their 
water supply is more resilient.

What implementation of the Water act 2014 will change is 
that there could be buyers beyond incumbents in the market. 
Dedicated retailers whose profits will in large part rely on keep-
ing costs down could well be more open to thinking outside 
the box on procuring water than incumbents. If, for instance, 
they could secure supplies through a river restoration scheme 

ACtUAL
deFrA is joining the dots between natural and manmade water systems 

and developing an ambitious vision where abstraction, retail and 
upstream reforms work together. but as abstraction policy evolves from 

theory to practice, affected sectors are becoming vocal about risk.

FrOm 

tO
AbstrACt 
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more cheaply than through buying straight from the incumbent 
wholesaler, they may well do it. 

potentially an extensive role for brokers could emerge in all of 
this. Third parties could perform a range of functions – from the 
straightforward use of market data to help different stakehold-
ers strike deals, to potentially even performing the fundamental 
role of developing trading rules to underpin the market (though 
these would need to be officially approved by the environment 
agency). 

Such brokers could come from the private sector, with water 
innovation company pyterra being a strong candidate for in-
volvement (see Industry comment, p14-15). Some academic es-
tablishments are working on water market solutions – Cranfield 
University for instance is developing options contracts for access 
to water that work like insurance. Barry Bendall of The rivers 
trust argues there could be “a key role for the third sector as 
an honest broker”. He said his organisation, for instance, has no 
vested interested in anything other than the catchment function-
ing well so could be trusted to be fair, to work for the good of all, 
and to build an evidence base to aid future operations. 

hydrological connectivity
The picture is complicated but seems to boil down to shuffling 
water around the system to where it is needed and can be deliv-
ered efficiently, via a patchwork of overlapping natural systems 
and infrastructure networks. The obvious alarm bells surround 
water quality and the potentially serious implications of mixing 
waters of different types (see DWI interview, p8-11). DeFra is 
alive to these issues – for instance, of invasive species, varying 
treatment requirements for waters from different catchments, 
and drinking water quality risks. But it counters that abstraction 
trading would be in waters that are hydrologically connected al-
ready, so quality issues should not be in play. pre-approved trad-
ing rules would be developed in catchments to ensure that trad-
ing did not put extra pressure on the environment.

at the moment, these ideas are just that – ideas that need to be 
worked through, and the implications and response from stake-
holders scrutinised. one important pilot project is underway 
in Kent to explore some of the issues and opportunities arising 
from abstraction reform for water hungry fruit and vegetable 
producers in Kent (see box, p18). at some point of course, a Bill 
will be needed. In the meantime, DeFra is aiming for reform of 
the current system by the early 2020s, including a review of the 
abstraction charging system. 

The Department points out that what is essential at this early 
stage  is not to cut off any relevant options as rules for retail and 
upstream markets crystallise. timing is critical; specifically, as 
ofwat refines the headline policies for upstream markets scoped 
out in its Water 2020 documents, it will need to take care not to 
do anything that could prevent all the markets – retail, upstream 
and abstraction – working as well as they possibly can together 
down the line.  

shared endeavour
abstraction reform is about as multi-stakeholder as it gets, and 
since the publication of the January policy document, many 
stakeholders have been developing their thinking on both the 
policy and the practical aspects of how to deliver it. earlier this 
summer, CIWeM held a full day event to help scope out the 

DeFRA’s January 2016 abstraction policy specified three tiers of reform:

❙  changes that will apply in all catchments.  these are reforms to modernise 50 
year old abstraction arrangements and increase flexibility in light of population 
growth and climate change; to increase efficiency; support investment; protect 
natural capital; and enhance resilience. these changes include: 
•the replacement of licences by permits from the early 2020s, where daily and 
annual volumes will be issued based on past peak water usage over ten years 
(for non water company abstractors). Water companies will need to prove they 
need their licensed volumes. 
•the removal of unused licensed volumes (“paper water”) in catchments where 
there are environmental pressures.
•removal of seasonal permits.
•rules for each catchment to be introduced and published.
•time limited rights to end; instead permits will be reviewed on a risk-led basis 
according to the health of the catchment. the abstractor would get three years’ 
notice of any change unless serious damage was involved but no compensation.
•Low flow controls applied to all.
•discharges to be brought in to the system.

❙  Additional changes that will apply in enhanced catchments where there is 
pressure on resources and competition for supply. these include:
•A Water shares accounting framework will be introduced which would give 
abstractors a share of the available water in a catchment, rather than an 
absolute amount. this will be accompanied by annual volumetric limits only 
changeable through reviews. 
•pre-approved trading rules (though no requirement to trade)
•A transparent information platform and the encouragement of private brokers 
to provide trading systems.
•“bonus water” – the eA will alert abstractors when flows are above a set thresh-
old; they will then be able to take water and store it without it counting towards 
their annual permitted volumes. this should encourage storage.
•the conversion of on/off based controls to gradual ones.

❙  Pilot catchments. A small number of catchments will be used to trial more 
radical and experimental approaches. these include shorter term allocation 
periods (variable periods will be trialled) and ‘put and take’ trading, where 
water is released from reservoirs, re-use schemes and groundwater abstraction, 
discharged into rivers to be traded with others.

❙  the rationale for the new stance is to foster confidence by minimising regula-
tory change and cost, reducing implementation risk and facilitating learning in a 
reasonably safe environment, while getting a practical framework that emphasises 
the shared nature of water resources, encourages water efficiency and fosters 
collaborative catchment management up and running – all the while leaving the 
door open to possible further development in future. the policy fits with a broader 
reform trend, which is to move away from a one-size fits all approach towards more 
sophisticated water management that can be tailored to suit local circumstances.

❙  In addition to the future reform arrangements, the government and eA said 
they are also tackling abstraction that is causing damage to rivers and ground-
water now:
•Unsustainable abstractions. the eA has intensified its work to tackle historical 
unsustainable abstraction licences, including completing the restoring sustain-
able Abstraction programme by 2020. since 2008, 200 licences in england have 
been changed and around 250 licences are still being investigated. this action 
has returned just over 27 billion litres of water per year to the environment.
•exempt abstractions (e.g. trickle irrigators). exempt abstractors will be brought 
under licensing control to create a level playing field for the reformed system.
•rbmp measures. A number of other measures are also being taken under the 
river basin management planning process linked to the WFd.

ABsTRAcTIon ReFoRM RecAP
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implementation challenges, options and solutions around ab-
straction reform. The meeting brought many different interests 
together, and DeFra conveyed its hope that, having set the raw 
parameters, others would: work through the detail on how the 
policy might apply in particular circumstances; scope out new 
services and options; help build evidence; and collectively get the 
regime to where it needs to be. 

at the meeting, the environment agency’s water resources 
manager Ian Johnson gave an update on the agency’s work to-
wards a smooth transition from the old regime to the new. 

It has, he said, a “substantial technical suite of work” ahead 
of it to set up the new system, including digitalising abstrac-
tion licence data, preparing catchment rules, creating online 
water accounts through which abstractors will be able to view 
and manage their activities, and populating the new abstraction 
permits. It is also working on removing “black boxes” from the 
system – exemptions such as for trickle irrigators – and address-
ing the most seriously damaging abstractions including through 
progressing the restoring Sustainable abstraction programme. 
Johnson said the agency was engaging with stakeholders early 
in an effort to work through issues ahead of implementation and 
that there would be several rounds of consultations to come. Its 

huge work programme will run through to go live and be ongo-
ing once the market is active. 

For their part, water companies will be variously affected 
by the changes and have differing levels of enthusiasm for the 
reforms. The most proactive – typically those in the south and 
east where water resources are under pressure – are taking an 
active part in thought leadership, pilot projects and in driv-
ing the agenda forward. one particular issue that surfaced 
at the CIWeM event was how far companies could reason-
ably adopt a leading role. Nigel Hepworth of Southern Water, 
for instance, observed companies were well placed to lead on 
some aspects but that it would not be appropriate for a wa-
ter company or any other individual abstractor to administer 
trades. 

But the CIWeM event showed two sides to the task in hand: 
that while there is a sense of acceptance of the need for change 
and of shared endeavour among abstractors, each sector also has 
management of its own risks front of mind and will fight its cor-
ner hard. one abstractor’s certainty of supply is another abstrac-
tor’s risk. Some of the views emanating from key representatives 
of the sectors most affected are set out in the box, Stakeholder 
perspectives, opposite.   tWr

business is booming for fruit and 
vegetable growers in Kent. the 

county produces 40% of the 
UK’s fruit, particularly of the 
soft variety. In 2011, Kent’s 
agriculture and horticulture 

sector employed 14,000 
people and was worth £500m. 
however the area is water 

scarce and at times at risk of drought. 
there is substantial pressure on water environ-
ments already with a number of water bodies 
failing against good environmental status due to 
low flows. A programme of measures needs to 
be put in place to mitigate abstraction pressures 
specifically. moreover, the south east’s population 
is expected to swell by 3m over the next 25 years. 

Growers are highly dependent on irrigation 
water to maintain productivity and to help meet 
the quality requirements of the major retailers. 
In soft fruit, water intensity has also increased as 
growing in the ground is being replaced with 
substrate production (not in soil) in polytunnels, 
which extends the cropping period and is less la-
bour intensive but relies totally on trickle irrigation 
for the crop’s water and nutrient needs. 

In Kent, trickle irrigation has grown by 100% 
over the last few years and as a result, overall 
irrigation water use has grown significantly. tickle 
irrigators have been exempt from abstraction 
licensing to date and have been able to in-
crease their abstraction levels without constraint. 
however under government plans, these users 
will be brought into the system which will con-
strain their access to river and ground water and 
consequently business growth. 

Growers and other stakeholders including 
south east Water, Kent County Council and the 
environment Agency are exploring innovations, 
training and technologies to improve water 
efficiency, productivity and returns. but a supply 
side remedy concerning water reuse is also being 
explored, made possible by abstraction reform.

effluent from the Aylesford sewage works is 
currently treated and pumped out to sea. south 
east Water and southern Water are developing 
the Aylesford water reuse scheme to process 
treated effluent for discharge to the medway for 
reabstraction. this will effectively mean there is 
“extra” water in the river so lower quantities will 
need to be dropped in from bewl Water reservoir 
to ensure existing abstraction points work. While 
few growers will be able to access these supplies 
directly, abstraction trading would allow the 
water companies involved to release resources 
from bewl or groundwater sources to the grow-
ers, as long as hydrological connectivity exists.

this water re-use project would be justified on 
the basis of providing a public water supply to 
meet future population growth. Consequently 
it would be funded by water customers and 
designed to meet population levels in about 20 
years’ time. this means it would have initial spare 
capacity which could be used to supply growers. 
bill-payers would gain a share of the revenue from 
sales to growers, under rules Ofwat would need 
to develop (potentially based on the precedent 
of water companies selling capacity in an-
aerobic digesters). the total use of water by all 
irrigators in Kent is only about 10% of the capacity 
of the Aylesford water re-use scheme, so it could 
accommodate extra trickle irrigator demand be-

yond their current water access for some years. 
In the longer run, such arrangements could 

reveal information that would help underpin the 
development of more widespread trading. short 
term trades in Kent could over time evolve into 
sophisticated contractual agreements – likely 
brokered by independent third parties – which 
would provide a clear idea of the revenue that 
would be available from this type of non public 
water supply abstractor. In turn, that could even 
underpin investment in a new asset – for in-
stance, should demand for water by growers in-
crease beyond the excess capacity in the re-use 
scheme. Any such investment would probably 
need to be part funded outside the regulated 
system but is likely to be financeable based on 
the previously established revenue streams.

According to deFrA, this model could be 
applicable in other areas that have substantial 
irrigated farming industries including West sussex 
and east Anglia. however there are many issues 
to work through, including: 
❙  Understanding how future grower demand 
maps on to the potential for water companies 
to supply water at reasonable cost either via 
abstraction trading where there is hydrological 
connectivity or via pipes. 
❙  the costs and nature of contracts to supply 
water from water companies to growers.
❙  Whether there is a need to economically regu-
late these abstraction markets beyond existing 
competition law.
❙  bridging the potential gap between the licens-
ing of trickle irrigation and the availability of 
water from new water resources via abstraction 
trading. 

ABsTRAcTIon ReFoRM AnD KenT gRoWeRs

Source: DEFRA

FeATURe|AbstrACtION reFOrm
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AgRIcULTURe AnD HoRTIcULTURe
guy smith, nFU: smith said his 

sector accepted the current 
position is unsustainable and 
that farmers are working hard 
on water efficiency technolo-

gies and innovations to man-
age their consumption down. 

they embrace some aspects of the 
change – for instance, the removal of sea-

sonal restrictions. however, he said: “If you restrict 
a farmer’s access to water, you restrict his ability to 
produce” and cautioned that this would contrib-
ute to the existing trend of rising food imports.  he 
argued for public support through capital grants 
and similar for more on-farm reservoirs, which 
would not only assist farmers’ water situation but 
could also play a role in flood management. 
John Adlam, Horticultural Trades Associations: 
the market, particularly retailers, dictate what 
crops are grown and set demanding standards 
in terms of the presentation of products. Grow-
ers cannot therefore simply switch to grow-
ing crops that need less water or supply 
anything other than top quality products. 
Growers will need some capacity in 
their permits to cope with changes in 
the crops demanded by the market. 
they are working to manage demand 
– for instance through increased use of 
drip irrigation which loses less water through 
evaporation than other methods; through 
widespread rainwater harvesting and water 
recycling; and by working with water companies 
such as southern to explore trading options and 
other innovations such as licence aggregation. 
John Hall, West sussex growers: Growers are also 
environmentalists and many today view mains 
water as backup to rainwater harvesting, abstrac-
tion and on site storage. but access to water is 
fundamental: crops aren’t damaged without 
it, they simply die. While the public wants salad 
vegetables and the like (and the government is 
promoting home grown food), growers need ac-
cess to supplies. Funds for on farm reservoirs should 
come from sources beyond just agriculture.
Douglas Inglis, esWAg: Growers plan cropping 
based on a normal amount of summer rainfall. 
If it is a dry year, they need headroom in their 
licensed allocations to make up the shortfall. 
rainfall monitoring technologies are improving 
which will assist with future planning. 
Anne stone, Agricultural and Horticultural Devel-
opment Board: stone warned livestock and crop 
farmers could go out of business, with damaging 
implications for the national food output, if they 
are unable to obtain sufficient water. the Ahdb 
feels there is a shortage of evidence on which to 
base decisions and has commissioned research 
from ricardo AeA to model members’ water 
needs and usage and to compare it to eA data 
on water availability. 

Andrew Blenkiron, euston estate: blenkiron recog-
nised the current system is inflexible and accepted 
the logic of removing completely unused licences. 
but he spelled out that many farmers see water as 
“a god given right” and will “fight to protect that 
asset – there’s no doubt about that”. he pointed 
out that in some situations, water rights are used 
only once every ten years or so when it is particu-
larly dry, but that those rights are essential at those 
times. he is troubled by deFrA’s refusal to compen-
sate those who will be subject to change where 
damage to the water environment is perceived. 
he concluded the following features could limit 
the challenge from the farming community: dem-
onstration that deFrA is committed to providing 
adequate resources for the long term; confidence 
in the eA’s data and modelling; reassurance that 
consideration will be given to farmers who can 
demonstrate special circumstances; commitment 
to transpose total volumes and existing conditions 
as permits replace licences; and a swift and fair 
appeals process. 

InDUsTRy
Debbie stringer, confederation 
of Paper Industries: paper mills 
“need a consistent supply of 
water all of the time – it is not 

possible to stop and start”, 
which creates difficulty in terms 

of short term flexibility and makes 
it hard to see how trading is applica-

ble. stringer noted 95% of water used by paper 
mills is returned to the environment. the Confed-
eration supports the catchment by catchment 
approach and would be averse to blanket solu-
tions. Nevertheless stringer cautioned paper is a 
global industry and said “paper can be made 
anywhere” – hinting that companies could relo-
cate should the new regime prove too onerous. 
neil edwards, RWe: thermal power plants are 
of national importance and need water to 
function. According to edwards: “deFrA”s future 
flexibility is our uncertainty and that of course 
is a barrier to investment.” Under the risk based 
review system, abstractors will get three years’ 
notice of a change in arrangements. this is 
“trivial” and more information is needed on how 
triggers will be set, monitored and acted on. 
there is a wider need for more information too, 
including on how allocations will take account 
of future rainfall. 
Andy Limbrick, energy UK: the power sector 
faces an uncertain policy future: “In the next 15 
years this industry could be turned on its head.” 
On top of everything, abstraction reform is “a 
major challenge as we try to secure investment 
in our industry.” Limbrick said the “big question” 
was whether annual allocations would constrain 
electricity production. the sector is seeking to 
preserve its access to water in the long term and 
Limbrick called for a clear timetable and process 

to allow for robust business planning. he added 
that it was vital stakeholders worked together 
to balance societal and environmental needs 
and that deFrA and the eA must be adequately 
resourced to determine the best outcomes. 

envIRonMenTAL oRgAnIsATIons
Hannah Freeman, Blueprint for Water: Water 
bodies need baseline levels of protection; in 
particular there is a need to protect against the 
negative effects of low flows. blueprint for Water 
members are concerned about 
changes to hands Off Flow 
arrangements, fearing this 
could leave the environment 
inadequately protected. 
stakeholders should under-
stand that protecting the 
environment is consistent with 
protecting business, as the water 
environment underpins many indus-
tries, natural capital and ecosystem services.
nathan Richardson, RsPB: As an environmental 
NGO, the rspb supports reform. hydrological 
change is the fourth biggest driver of species 
decline; 11% of freshwater species are now 
threatened. however as an abstractor (the rspb 
has around 50 licences totalling 5bn litres of 
water a year, two-thirds of which will fall within 
enhanced catchments) the organisation can 
understand the difficulties abstractors face from 
the changes. richardson argued for a collab-
orative path to increasing resilience, including 
through knowledge sharing; multi-user collabo-
ration on water storage; progressive tariffing to 
incentivise better demand management; and 
“potentially the development of a co-owned 
[supply/demand] plan.” 
Dominic gogol and Rose o’neill, WWF: Gogal 
said catchment rules are welcome and will help 
reach agreed common objectives. however 
they should not just seek the minimum of no 
deterioration; they should strive to deliver en-
vironmental improvements, particularly where 
the health of water bodies is immediately under 
threat such as in the case of the chalk streams 
of the south east. Noting there are 600 water 
bodies in the south and east where abstraction 
is unsustainable, O’Neill added it was imperative 
to address unsustainable abstractions prior to 
reform or the new system would be unworkable. 
she called for firm proposals on paring down 
unused licences and in general said we “need 
much greater clarity from deFrA and the eA” on 
the 600 water bodies – for instance, how much 
water and how many licences are involved. “We 
need lots of transparency” she concluded, com-
menting WWF doesn’t want the shock of finding 
unsustainable abstractions as part of the new 
system, any more than unsustainable abstractors 
will want the shock of finding their licence will be 
clawed back. 

sTAKeHoLDeR PeRsPecTIves
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RePoRT|reGULAtOrY perFOrmANCe

Was George osborne right? 
at least in his assertion 
that the UK’s system of 
independent economic 

regulation is widely regarded as one of 
the best in the world. The doubt arises 
because what was once regarded as the 
gold standard of regulation has more 
latterly fallen from grace – in the eyes 
of some at least. according to a recent 
survey of investors undertaken by De-
loitte, risk has risen and the UK is now 
perceived to be on a par with Spain and 
Italy in terms of regulatory perception. 

The Indepen Forum (a discussion 
group for infrastructure industry leaders, 
regulators and policymakers) that took 
place before the summer holiday set out 
to scrutinise osborne’s view. 

best in the world
The Deloitte survey did not strike a chord 
with one participant, who said investors 
essentially have a two-tiered view of risk 
by geography: 
❙  country grouping 1 – the UK, Germany, 
australia, Canada, the US and the Nordic 
region, where rates of return are broadly 
equivalent (he noted Brexit had not af-
fected this).
❙  country grouping 2 – everywhere else 
(rates of return obviously vary but don’t 
reach the position of group 1).

He speculated that investors who 
ranked the UK alongside the likes of 
Spain and Italy were conflating regula-
tory risk with political risk; this was not 
altogether surprising given the interven-
tionist nature of governments in some 
markets – for example, Norwegian gas, 
Spanish solar and French motorways. He 
added that in the UK, the government 
and regulators have not done a good job 
of articulating where their boundaries lie. 

There was consensus in discussion that in 
cases where there is a direct public policy in-
terest – for instance where the taxpayer will 
foot the bill – a case can be made for politi-

cal intervention. However it was also noted 
that an ongoing role for government was 
not foreseen at the time of privatisation and 
that now in fact it is becoming common-
place for government to take a lead role in 
significant projects, including HS2, Hinkley, 
Thames tideway and the new runway de-
bate. This level of ongoing intervention will 
inevitably have knock-on effects.

tarnished?
other participants offered less glowing 
reports of regulation. one highlighted we 
are in danger of inflating the benefits of 
economic regulation if we fail to properly 
distinguish what is delivered by the un-
derlying characteristics of regulated sec-
tors. The example of airports was given, 
where some (Heathrow & Gatwick) are 
regulated; others (Manchester & Stansted) 
used to be regulated; and others (Luton & 
edinburgh) have never been regulated. 
The Forum member said investors had 
not been less attracted to the unregulated 
ones and in fact that it was difficult to dis-
tinguish between the various experiences.

others raised political risk. one  Forum 
member reported that regulators are com-
ing under pressure from ministers over 
decisions that are supposed to be taken 
independently. Government has even 
threatened to give precedent to the direc-
tion of the secretary of state without seem-
ingly realising that would destroy the very 
regulatory independence that is supposed 
to be valuable. In short, there seems to be a 
shortage of understanding on what it really 
means for regulators to be independent. 

In fact, a number of participants shared 
the view that they had lost confidence in 
the level of knowledge, experience and 
understanding of independent economic 
regulation and regulated industries among 
senior government officials and politicians. 
one remarked that the skills and capability 
of Whitehall had been “hollowed out” and 
consequently that independent regulation 
had lost its anchor-point.

GOLd stANdArd 
reGULAtION?
Is our economic regulatory system really 
one of the best in the world?

Improvement
The Indepen Forum participants offered 
a number of recommendations to make 
regulation better:
❙  Collaboration: The quality of UK eco-
nomic regulation could be improved by 
regulators working together more, and be-
ing more consistent with each other. The 
UK regulators’ Network should be used 
to this end, and the focus placed on areas 
that will have the most impact. From the 
UKrN forward work programme pub-
lished in april, the most relevant strand 
concerns cost of capital.
❙  transparency: Improving the transpar-
ency of dealings between government 
departments and regulators is vital. This 
point was also made by the Competition 
and Markets authority in regard to of-
gem and the now defunct DeCC. How-
ever  someone commented that it is not 
possible to account for less tangible fac-
tors such as personal relationships be-
tween individuals, which is particularly 
pertinent in the space between regulation 
and government.
❙  accountability: one participant moot-
ed the idea of the treasury or BIS (also 
now gone) holding departments to ac-
count in their dealings with regulators; 
and of Select Committees playing a role.
❙  Certainty: regulators could help them-
selves by reducing the cost of uncertainty 
by taking simple steps such as setting and 
sticking to firm deadlines for decisions 
and document publication.  

a number of commentators endorsed 
the view that investors perceiving UK 
regulation as the gold standard is not de-
sirable, because it will mean the consumer 
interest is not being well served. one of-
fered the comparison of the New York en-
ergy regulator which is feared by investors 
but held in very high regard by consumer 
groups because of its tough stances. 

UK regulators were accused at the Fo-
rum of lacking real commercial knowledge 
and fearing appeals, and consequently of 
always playing it safe (to investors’ ben-
efit) when it comes to balancing investor 
and customer interests. one said the very 
fact energy companies can trade at 180% 
of raB shows they are not being properly 
held to account and that something is se-
riously wrong. However these criticisms 
were partially countered by those who 
pointed out acting in the consumer interest 
was not always the same thing as delivering 
lowest price. tWr
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CONNeCtIONs ChArGING|RePoRT

Connections charging has 
long been contentious. of-
wat has acknowledged many 
stakeholders regard existing 

connections charges as “too complex, 
unpredictable and unfair”. Now it is act-
ing to change the system under provisions 
made by the 2014 Water act. This facili-
tates a move away from charging arrange-
ments which are specified in legislation 
to locally defined arrangements based on 
rules set by ofwat. In making these rules, 
ofwat has to have regard to guidance set 
by DeFra.

according to Fair Water Connections 
(FWC), a membership association which 
describes itself as “striving for a fair deal in 
water connection provision”, the concept of 
charging against a set of rules has advan-
tages and could address weaknesses in the 
current system. However, it said the way 
ofwat is going about implementation of 
the approach is causing serious problems.

blind to the detail
In common with its wider regulatory ap-
proach, ofwat has opted to leave each 
company free to scope out and imple-
ment the detail of its own charges. It ex-
plained: “among other things, this allows 
companies to tailor charges to their local 
circumstances and customers’ needs. We 
want innovative charging arrangements 
to emerge. For example, Southern Water 
and eastleigh Borough Council – sup-
ported by Waterwise - are piloting a vari-
able infrastructure charge which could 
benefit developers, customers and the 
environment.” 

However Martyn Speight, who coor-
dinates FWC, found it “bizarre that we 
have spent months discussing high level 
frameworks [with DeFra and ofwat] but 
ofwat is now leaving each water company 
free to implement their own charges” – 
particularly as many of the problems that 
prompted the changes were related to the 
lack of standardisation. The  approach, he 
added, leaves SLps “blind to the detail”. 

There is particular concern that “those 
water companies who have not been to 
the fore in promoting self-lay are unlikely 

sLps sLAte CONNeCtIONs 
ChArGING ChANGes

self lay providers have called for an urgent rethink 
on the new connections charging rules set to be 
implemented in April, warning the changes are so 
bad they could call a halt to business. 
to be open to fresh ways of thinking when 
they develop their local ‘charging arrange-
ments’. provider concerns being height-
ened because many water companies are 
not sufficiently transparent or customer 
focused in their connection charging, an 
ideal which underpins the new arrange-
ments and is necessary for meaningful 
consultations to take place.” FWC reports 
that while self lay has technically been 
an option for developers everywhere for 
12 years, the reality is quite different. “So 
whilst nearly all sites in the north-west are 
now handled by independent providers, 
and take-up in other areas is advancing, 
there is still limited self-lay activity in 
south-east and southern england.” 

ofwat acknowledged stakeholder con-
cern surrounding the absence of a stan-
dardised structure commenting: “We will 
monitor the development of companies’ 
charging arrangements and continue to 
engage with stakeholders. We can con-
sider further standardisation or guidance 
in future should the circumstances war-
rant it.” 

rushed implementation
FWC is further anxious about what it per-
ceives as a rushed implementation. The 
latest consultation ran in July and august 
and ofwat plans to publish its rules and 
introduce the relevant licence amendment 
in autumn. It has asked companies to de-
cide on their new charging arrangements 
by February with a view to april imple-
mentation. according to FWC: “This gives 
little time for any meaningful consultations 
to take place or opportunities to work on 
structuring charges in ways which deliver 
the benefits envisaged when the charging 
rule based approach was being promoted.” 
Speight’s sense was that ofwat was “rush-
ing it through to get it off its plate” and that 
it had paid little regard to the fact the devel-
opers typically need six months’ lead time 

on projects – which means charging detail 
to be implemented in april should really 
be ready about now. 

In terms of implementing the new ar-
rangements, FWC feared this would boil 
down to the regulator only taking action 
after a problem had arisen, which expe-
rience has taught SLps could mean years 
before resolution is found. 

according to FWC, all of this will mean 
serious disruption in the connections 
market and, in the worst case scenario, 
SLps being unable to take on work when 
they are unclear what the charging ar-
rangements would be. according to Gary 
McConnell, who manages SLp aqua-
main: “We are going to have little time 
to try and understand the changes each 
company makes and to explain them to 
developers.  Having to do this alongside 
maintaining the momentum to support 
the delivery of the new homes this coun-
try says are desperately needed could put 
our business at risk.”

rethink
Speight’s “Utopian aim” is for standard 
rules to be implemented. He now holds 
out little hope of that but calls specially 
for: 
❙  allowing time in the programme for 
meaningful dialogue to take place (he 
suggests a delay of six months minimum).
❙  For each water company to be required 
to publish its draft local charging ar-
rangements prior to implementation and 
be prevented from implementing any 
schemes which are not broadly acceptable 
to both SLps and developers. 
❙  advance testing of charging proposals 
against a number of prescribed develop-
ment scenarios (so that the impact can be 
seen well in advance of the critical path of 
getting terms for a specific development).
❙  ofwat committing to being geared up to 
quickly respond to any issues arising.   tWr
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InDUsTRy coMMenT|CYberseCUrItY

Traditionally, Operational Technolo-
gy (OT) has been seen as the isolat-
ed, safe part of a utility’s infrastruc-
ture. However operating changes 
have increased the potential for 
these operational networks to be 
attacked and disrupted. These 
changes are predicated on the 
drive for increased automation, 
greater levels of centralised control 
and better exploitation of opera-
tional data. 

A characteristic of this is in-
creased integration of OT and IT 
networks and much higher levels of 
coupling, with remote centralised 
control, between SCADA systems. 
Security, with emphasis on the pro-
tection of resilience and integrity of 
operational services and systems, 
is a key enabler to achieve the 
business objectives of improving 
services and achieving operating 
efficiencies and reduced costs.

With downward pressure on 
the pricing of water services and 
increased levels of competition for 
some services, this trend is set to 
continue. Higher levels of automa-
tion, centralised control and the 
sharing and exploitation of opera-
tional data is set to continue. 

The regulatory environment 
in which utilities now operate is 
also tightening, with increased 
attention on the security of supply 
provided by operational networks 
and supporting Industrial Control 
Systems (ICS). An example of this 
is the new European Network and 
Information Security Directive 
which will require utilities to inform 
the authorities of security breaches 
through established national 
Computer Emergency Response 
Teams (CSERTs). It requires utilities to 
not only manage the risks posed to 
their operational networks, but they 

must also ensure that appropri-
ate measures have been taken to 
prevent and minimise the impact 
of any potential attack. 

Specifically within the UK, there is 
increased government attention (as 
part of the National Cyber Security 
Strategy) with both regulators and 
supporting government sponsored 
organisations (such as the Centre 
for the Protection of National Infra-
structure) to develop the level of UK 
security maturity to those seen in 
the US and other nations.

Attack
In assessing the threats and risks 
to water utilities, it is important to 
examine the motivation of poten-
tial attackers.  While disrupting a 
treatment works and the support-
ing distribution networks could af-
fect services and potentially incur 
substantial costs for the targeted 
utility, it is unlikely to be financially 
motivated as is characteristic of 
most IT service cybersecurity at-
tacks.  However recent surveys of 
utility service organisations have 
shown some worrying OT risk trends. 
CGI’s recent Cyber security in 
the board room study showed 
that 56% of board members at 
utility companies expect to suffer 
a cyber breach within the next 
year – and yet 50% of utilities firms 
discuss cyber security less than 
twice a year.  However, we have 
reached a watershed moment in 
the industry. Our research indicates 
that utilities firms plan to increase 
cyber security investment by 16%, 
the highest of any sector.  The 
stakes for not investing in cyber se-
curity are high: the average cost of 
loss or corruption of data for utilities 
firms is £0.5m.

Effort and funding is now re-
quired to protect ICS services and 
systems in proportion to growing 
levels of risk. This is as a result of 
increased levels of automation and 
centralised control and much high-
er levels of connectivity with other 
internal and external networks, 

combined with the attackers’ per-
ception that water is a soft critical 
national infrastructure target.

defence
Cyber attacks on OT networks and 
their ICS systems differ in impact 
according to the attacker’s intent; 
their sophistication and capabili-
ties; and their familiarisation with 
ICS and the automated processes 
they deliver.  A cyber attacker 
typically targets ICS systems not 
in single incidents and breaches 
but instead though a coordinated 
campaign of targeted activities.

Understanding where an at-
tacker is in their campaign against 
an OT network can enable the 
defending organisation to make 
better informed risk manage-
ment decisions.  Additionally this 
knowledge of the attacker can 
also help the defending organisa-
tion appreciate the motives and 
methods likely to be used against 
the OT network.  

In 2011, Lockheed Martin cre-
ated the concept of the Cyber 
Kill Chain to help in the decision 
making process for detecting 
and responding to cyber-security 
attacks. Today it is a widely used 
model in helping defenders de-
velop risk management plans for 
ICT networks and their supporting 
networks.

INDuStry commENt

stAY sAFe
robust 
cybersecurity 
is now essential 
for water 
companies as 
custodians of 
critical national 
infrastructure. 
Giordy salvi 
explains why 
operational 
technology is at 
greater risk than 
ever and how to 
protect it. 

increase in security 
incidents in 2015

8% 

Increased 
compromise of 
operational networks

2x

Increased 
compromise of 
embedded systems

4x
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CYberseCUrItY|InDUsTRy coMMenT

Cyber-attacks on OT networks 
capable of significant process or 
ICS system impact require attackers 
to become intimately aware of the 
operational processes and techni-
cal design of the environment they 
wish to interfere with.  Gaining such 
knowledge enables an attacker to 
learn the systems well enough to 
cause predictable effects on OT 
networks in a way that circumvents 
or impacts on the operational 
effectiveness of any security and 
safety controls used to protect the 
system. They generally achieve this 
through a cyber-physical attack 
implemented over two stages.

The first stage is essentially an 

intelligence led operation allow-
ing the attacker to identify and 
establish the mode of operation of 
the OT network and the technolo-
gies involved in the supporting ICS 
systems. The second stage uses the 
knowledge gained in stage one to 
develop and test a capability that 
can then have a meaningful effect 
on the OT network.  

A recently reported example of 
this type of two-stage attack is the 
Kemuri Water incident.  Here the 
attackers exploited unpatched 
web vulnerabilities in an internet-
facing customer portal to:
❙ gain access to the records of 
2.5m customers

❙ gain access to the OT network 
to disrupt both the supply of water 
(valve regulation) and its quality 
(through the modification of the 
chemical treatment process). 

defence-in-depth
No single solution can adequately 
protect an OT network and its 
supporting ICS systems. A multiple 
layer “defence-in-depth” strategy 
involving different overlapping 
security mechanisms is required so 
that the impact of a failure in any 
one single mechanism is minimised. 
A defence-in-depth architecture 
strategy for OT includes the use of 
firewalls, the creation of demili-
tarised zones, intrusion detection 
capabilities along with effective se-
curity policies, training programmes 
and incident response mechanisms 
to manage the delivery supply 
chain. This separates and thus insu-
lates critical ICS systems from direct 
attack. In addition, an effective 

defence-in-depth strategy requires 
a thorough understanding of the 
range of possible attack vectors 
facing the OT network.

To achieve and maintain a 
defence-in-depth strategy as well 
as managing the secure integra-
tion of business ICT networks to OT 
networks,  the steps set out in the 
box should be followed. 

Security priorities are assuring 
the availability of OT services and 
systems, and the integrity and 
confidentiality of operational data 
– in that order. Given the often 
extensive remediation required to 
address all identified security risks, 
a staged approach is recom-
mended. It is therefore essential 
that utilities identify the threats and 
risks associated with operational 
services and systems and then 
undertake a phased programme 
of improvements that should aim to 
achieve the highest level of overall 
risk reduction within budget and 
time constraints.  

A high level of security assurance 
will enable initiatives for increased 
automation, higher levels of cen-
tralised control and exploitation 
of operational data to proceed 
with confidence. Water compa-
nies need to recognise that cyber 
security is a highly specialised and 
rapidly evolving discipline. No 
utility has the depth and breadth 
of experience to manage the dis-
cipline alone and must collaborate 
with trusted advisors and partners 
to help manage their real-time 
operational risk in a cost effective 
and timely manner.  tWr

❙ by Giordy salvi, principal consul-
tant, energy & Utilities, at CGI.

Higher levels of automation, 
centralised control and the 

sharing and exploitation of 
operational data is set to continue

increase in theft of 
hard Intellectual 
property (Ip)

6% 

sTeP1 
Establish a risk management framework
perform an integrated security and Ot network vulner-
ability assessment to identify and establish the threats 
and risks to the Ot environment and the accepted 
treatment plan to manage this associated opera-
tional network risk.

sTeP 2 
Follow industry standards and guidelines
develop architectural and operational policies, 
processes and internal standards to follow issued 
guidelines such as:
❙ IsA/IeC 62443 series of standards on Industrial Auto-
mation and Control systems (IACs) security
❙ NIst sp800-82 – Guide to Industrial Control systems 
(ICs) security 
❙ CpNI – security for Industrial Control systems

sTeP 3 
Develop and embed a security culture
establish and instil a security culture across the whole 
organisation which is accepted and positively pro-
moted by senior management.

sTeP 4 
Establish effective collaboration with specialist groups
recognise the mutual benefits of working with 

specialist internal and external groups who will have 
valuable skills and talents that can help achieve the 
desired operating model. 

sTeP 5 
Develop security focused service level agreements 
(SLAs) 
develop security focused service level agreements 
(sLAs) with all supply chain partners (both internal and 
external to the organisation) to manage and monitor 
the effectiveness of security controls in managing 
operational network risk.

sTeP 6 
Train your staff and suppliers
develop a security awareness and training framework 
which is designed to educate, raise awareness, and 
change the behaviour of staff and suppliers to the 
risks and threats that they must help manage.

sTeP 7 
Ask for help
recognise that Ot network security is not an easy 
subject.  the situations we find ourselves in continually 
change as the world around us evolves and we may 
not be sure how to manage the subsequent risks that 
arise.  seek help from established professionals, and 
act on input from these trusted advisors.

sTeP By sTeP DeFence
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In a move that could have implica-
tions for plans to roll out competi-
tive direct procurement for large 
water and wastewater projects 
after 2020, the National audit of-
fice is investigating the assurance 
arrangements put in place for the 
Thames tideway tunnel. 

The government spending watch-
dog will scrutinise plans for deliver-
ing the £4.2bn super sewer because 
of their unusual nature. rather than 
being built by the incumbent mo-
nopoly, last august ofwat awarded a 
licence to independent investor con-
sortium Bazalgette tunnel Limited 
to finance and deliver the project, 
with a contingent support package 
provided by government in the con-
struction phase.

The tideway tunnel will be the 
first project to be delivered under 
the Specified Infrastructure projects 
regulations 2013, introduced by the 
Flood and Water Management act 
2010. These allow for certain large 

and complex projects to be deliv-
ered by infrastructure providers 
that are selected by the incumbent 
undertaker (in this case Thames 
Water) following a competitive pro-
curement. Ips are to be regulated by 
ofwat under a project licence. 

The Nao last week issued a 
call for evidence and will report 
in autumn. It will examine how 
the project’s public sector steer-
ing group gained assurance over 
the evidence base which informed 
the target outcome for the project 
and the choice of the tunnel over 
alternative options. It will also set 
out the risks faced by customers 
and taxpayers as the project moves 
towards completion, and how 
these risks are being mitigated.

ofwat has hailed the tideway 
tendering process – particularly 
the market testing of financing 
costs – as a big win for customers. 
Last summer it commented: “The 
cost of capital for this project, just 

2.497%, has resulted in a signifi-
cant reduction in the cost to cus-
tomers. previous worst case fore-
casts had predicted the impact of 
the tunnel on average bills would 
be £70 to £80. In fact the impact 
is now expected to be much lower 
than this: around £20 to £25 per 
year by the mid-2020s. £7 of this is 
already included in current bills.”

Consequently the regulator is 
keen to explore how the competi-
tive market model used for the 
Thames tideway tunnel could be 
exported to other water infrastruc-
ture developments. In its Water 
2020 papers, ofwat supports wider 
use of competitive direct procure-
ment for smaller scale investments 
to apply downward pressure on 
costs and to reveal information 
about costs and efficiency.

The Nao’s new investigation will 
follow-up on its 2014 report, Thames 
Tideway Tunnel: early review of po-
tential risks to value for money.

tideway audit could affect Water 
2020 direct procurement plans

ofwat is consulting on plans to 
raise the status of company report-
ing on water resources and biore-
sources to support its 2020 plan to 
open these markets. 

Companies have until 13 Sep-
tember to comment on the regu-
lator’s intention to elevate an-
nual performance report (apr) 

requirements in these areas from 
section 4 to section 2 (price control 
segmental reporting). ofwat said: 
“This is an important distinction 
as, although it may not significant-
ly change the scope of information 
currently reported, it increases the 
emphasis on this information and 
reflects the move to separate con-

trols. We believe that this will bring 
increased focus to cost reporting 
in these areas, leading to the devel-
opment of more robust data and 
should result in the data receiving 
more focus under companies’ indi-
vidual assurance frameworks.”

The move was one of a number of 
reporting changes proposed in the 
regulator’s second consultation (the 
first took place in March) on the 
regulatory accounting guidelines 
(raGs) for the 2016-17 reporting 
year, published in august. among 
the other latest alterations proposed 
are fine tuning requirements on the 
back of experience from the first 
year of aprs (the first reports under 
these arrangements were published 
in July – see Lazarus’ comments 
on p12) and scoping out possible 
changes for 2017-18. 

ofwat will finalise raGs in oc-
tober by publishing an informa-
tion notice.

Ofwat shines light on sludge and resources reporting

❙ Wright move: southern 
Water chief executive officer 
matthew Wright is to leave 
the company in the spring/
summer of 2017 after six years 
at the helm. the search for a 
successor has begun.

❙ IT crowd: Anglian Water 
has formed a £100m 8-year 
It alliance with Atos, Cap-
gemini and Cognizant. Un-
like with an outsourcing deal, 
Anglian said the partners 
will be able to “build up a 
reservoir of knowledge and 
skills” which will remain within 
the alliance and “enable 
us to extract the maximum 
long term benefits”.

❙ customer service: CC 
Water secured close to £5 
million in rebates for house-
hold customers in england 
and Wales in 2015-16, ac-
cording to its annual report. 
It dealt with more than 
18,000 customer enquiries 
and complaints, exceeding 
its targets for response and 
resolution times. Its cost to bill 
payers remained flat at 21p. 

❙ call on nature: Green-
peace has claimed it has 
leaked documents showing 
Natural england is planning 
to rein in its regulatory powers 
and to look for more funding 
from the corporations it is 
tasked to keep in check.

❙ Rateable value revamp: 
the scottish Government 
has consulted on whether 
its planned shift in the way 
water charges for unme-
tered, non-household 
customers will be calculated 
should be introduced from 
April 2020 and on whether 
there should be a transitional 
arrangement. holyrood 
passed legislation in Octo-
ber 2014 stating that these 
charges should no longer 
be based on historic rate-
able values but on the most 
recently assigned values. 

neWs
in BrieF

Water companies broadly support CC Water’s collection and publica-
tion of  performance and other data on the industry but call for caution 
when comparing information that is not always like for like.

these views were set out in a report by CC Water on responses from 
companies to its plans to continue publishing data.  It said companies: 
❙  Were supportive of its plans to continue to collect comparative data, 
and make this publicly available; 
❙  Were supportive of its proposals to monitor comparative, customer-
facing and high reward performance commitments
❙  “stressed the need for caution to be taken when comparing perfor-
mance commitments as they are not always like for like”.

While most companies said providing quarterly data to CC Water 
presented little or no added burden, there were suggestions that data 
collection could be better aligned with company reporting schedules.

coMPAnIes enDoRse cc WATeR RePoRTs
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A joint MoSL/Water UK work-
shop held last month to iden-
tify what MoSL chief execu-
tive Ben Jeffs described as 

“potential bear traps” to on-time market 
opening “was unanimous in confirming 
that there were no fundamental barri-
ers to either the live or shadow markets 
opening on time”.

However a note of the Looking around 
corners workshop, which involved 18 
wholesalers as well as MoSL and Water 
UK,  records the discussion of worst case 
scenario risks. The plan was for these to 
be further discussed at the next retail 
Market opening Management Group 
meeting “with a view to determining what 
actions, if any, may be required to mitigate 
the identified risks”. 

The top risks identified were: 

❙  Water quality incidents: When it is pub-
lished, the DWI’s report into last year’s wa-
ter quality incident in the United Utilities 
region could necessitate system changes. 
Moreover, should there be another sig-
nificant water quality incident in the run 
up to market opening “the DWI may lose 
confidence in the ability of the industry as a 
whole to manage an incident under the fu-
ture arrangements as they currently stand”. 
either could delay go live. 

❙  Volume switching on day one: a high 
volume of switching as soon as the market 
opens, and/or bulk switching as a result of 
mass customer transfer following a retail 
exit, could render systems and processes 
unable to cope. according to the work-
shop note: “attendees were particularly 
concerned about this given that there 
is currently no plan to test large scale 
switching prior to live operations.” 

❙  Settlement testing: Some attendees were 
also concerned about the limited number 
of cycles available to test the settlement 
process ahead of companies needing to 
sign-off their final assurance letters for 
DeFra in February. The note reported 
though: “However, a number of attendees 
who have already completed a settlement 
run reported good results and were much 

less concerned that settlement would be a 
significant issue going forward.” 

Other risks
The workshop also scoped out other risks 
that could impede the start of shadow 
operations in october or market opening 
next april. Market programme governance 
was identified as a potential issue to both 
stages of operation. participants called 
for greater clarity in the forward looking 
MoSL/open Water programme plans to 
help inform companies’ forward planning, 
resourcing strategies and the board assur-
ance process. Furthermore, participants 
felt greater clarity was required on gover-
nance and escalation procedures during 
shadow operations to provide routes for 
resolution of issues, “recognising that fol-
lowing the ‘business as usual’ approach for 
codes was unlikely to be sufficient”.

two further risks specific to getting the 
shadow market open were discussed. First-
ly, “cutover planning”.  Four companies are 
proposing to feed information from the 
central market operating system (CMoS) 
into to their live customer billing processes. 
The note recorded: “participants explained 
that they required more detailed cutover 
planning in order for them to ensure an or-
derly transfer into shadow operations and 
that, should it be required, priority should 
be given to the four companies using the 
CMoS data ahead of companies that are 
running parallel systems.”

Secondly, the workshop heard that 
known delays by middleware providers 
may impact the successful commencement 
of shadow market operations. However it 
was also noted that affected companies 
have already made appropriate prioritisa-
tion decisions to mitigate the risk. 

Beyond that, the following issues were 
identified that could affect go live:
❙  Bulk data upload – any errors in up-
loaded data will only be able to be correct-
ed on an individual account basis once the 
final upload had taken place. This could 
cause delays where significant data errors 
are identified. 
❙  Credit terms – Continuing uncertainty 
on credit terms could impact market open-
ing. It was felt important to ensure that all 

financing arrangements are agreed and in 
place before the start of shadow operations 
to give certainty to all market participants.
❙  Critical mass of companies in shadow 
operations – to ensure the likelihood 
of a successful go live, there needs to be 
sufficient companies participating in the 
shadow market to demonstrate systems 
and processes are working as intended. 
No such criteria currently exists. 
❙  Non household advance billing –  Some 
NHH customers are billed in advance in 
February and March and that should these 
switch retailer at go-live, there would need 

to be work undertaken to avoid negatively 
affecting the customer journey. This was a 
matter participants recognised fell to the 
relevant retailers to plan carefully. 
❙  emergency contact details – Companies 
may not have the necessary contact details 
to fulfil their statutory duties, particularly 
in the event of an incident. 
❙  Interpretation of operational and mar-
ket terms – operational and market terms 
are open to a degree of interpretation and, 
as such, parties may have taken different 
interpretations which could have an ad-
verse impact on some processes.  tWr

compEtItIoN
watch

INdUstrY 
sCOpes OUt 
GO-LIve 
“beAr trAps” 

Water 
report
the 

Contingency planning 
workshop identifies water 
quality and volume 
switching risks.

There is currently no 
plan to test large scale 
switching prior to live 

operations. 
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Unfazed by a far from glowing 
Independent review report 
published in July (see box), 
open Water is confidently 

timetabling activities for the run up to 
market opening in april 2017. Most ele-
ments of the market framework for non 
household retail will take effect at mar-
ket opening rather than before, though 
the process to appoint MoSL as the en-
during Market operator (Mo) is set to 
be completed by March. 

ofwat consulted until 9 September on 
a proposed transition scheme to switch 
off existing competitive business retail 
arrangements and switch on the new 

CLOsed 
tO OpeN
Open Water unveils its 
plan for mOsL to become 
the enduring mO and for 
transition arrangements  for 
the new market. 

framework. The open Water partners 
said waiting until april to press the but-
ton on most elements would “provide 
greater certainty for market participants, 
and reduces the risk of unintended con-
sequences from switching on some ele-
ments ahead of market opening”. In an 
update issued last month, the programme 

pointed out that the transition from old 
to new “requires careful planning and se-
quencing of the relevant activities to pro-
vide a seamless transition for customers 
and market participants. as part of this, 
we need to identify and understand the 
interdependencies between the different 
elements of the market framework.”

sUMMARy oF THe InDePenDenT RevIeW’s APRIL 
RecoMMenDATIons
critical (do now) recommendations (& for 
whom)

essential (do by…) recommendations (& 
for whom)

Contingency plan (rmOmG) Consider using a consistent set of assur-
ance criteria (rmOmG) 

mitigate any market attractiveness and 
market participant readiness issues 
(rmOmG)

Consider practical implications of under-
taking assurance during shadow operation 
(All)

Clear guidance on the readiness condition 
(Ofwat)

develop success criteria and template for 
continuing market development (rmOmG)

develop strategic leadership and provide 
clear & timely decision-making & commu-
nication (rmOmG)

Continual review of non-incumbents in the 
governance structure  (All)

Clarify role and purpose of the Assurance 
Group (rmOmG) 

Clarify approach to decisions on and 
communications about market opening 
(rmOmG)

Clarify accountability for and the provision 
of assurance on testing activities outside of 
central systems & processes (rmOmG)

Address enduring market function arrange-
ments, especially on the market operator 
(All)

provide leadership, structure and momen-
tum to communications activity (Comms 
Group)

scope and communicate shadow market 
arrangements well in advance (rmOmG)

 sePTeMBeR 2016 ocToBeR 2016 DeceMBeR 2016 JAnUARy 2017 MARcH 2017 APRIL 2017

consultation on draft  
business plan
Who: MOSL

consultation on draft 
WRc and Wholesale 
contract
Who: Ofwat

consultation on draft 
MAc
Who: Ofwat

Approval of business 
plan and budget
Who: MOSL members, and 
wider market participants, if 
different

Decision to appoint 
MosL as Mo
Who: Wholesalers and 
Retailers

nominations for Panel 
Members
Who: Ofwat

selection of elected 
Panel Members
Who: Wholesalers and 
retailers attending the panel 
nominations  
meeting

consultation on the  
proposed statutory  
transition scheme
Who: Ofwat

consultation on  
proposed new  
arrangements for the 
introductions of water 
(replacing combined 
supply licences)
Who: Ofwat

Panel preparation – 
including induction of 
panel members and 
setting up committees
Who: Panel members, 
MOSL

sUMMARy oF TRAnsITIon PLAn

Panel preparation January ---- March 

Appointing the market Operator Choosing the panel Consultation Codes & licences
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When the results of an independent review of the Open Water programme 
conducted in April were finally published in July, Ofwat insisted work towards 
both shadow and full business retail market opening was on track despite 
the programme getting an amber/red assessment. the rating means: 
“successful delivery of the project/programme is in doubt with major risks or 
issues apparent in a number of key areas. Urgent action is needed to ensure 
these are addressed, and whether resolution is feasible.”

For those on the outside looking in, the publishing delay made it hard 
to assess the review’s relevance: by July, it was hard to tell whether the 
amber/red assessment still stood or whether the programme had adjusted 
sufficiently in response to the report’s recommendations to haul itself into 
a better position. the review panel made 14 specific recommendations, 
half of them critical, which means immediate action should be taken (see 
table). back in July, Ofwat’s principal economist tim Griffiths described the 
delay as “unfortunate” but said it had been necessary for the Open Water 
partners – deFrA, Ofwat and mOsL – to seek clarification, reflect, discuss 
and respond – all the while prioritising programme delivery. 

Officially responding on 22 July on behalf of all three Open Water part-
ners, Ofwat’s senior responsible owner for the retail market opening pro-
gramme Adam Cooper said: “Overall, I consider that the programme is 
able to address the recommendations quickly and in a satisfactory way.” 
Griffiths pointed to a number of positive actions that had been taken or 
changes made in the three months between the completion of the review 
and the Open Water response. these included: 
❙  mOsL moving its programme status from red to amber on 13 July.
❙  Clear interest in the market from outside suppliers (specifically, the busi-
ness stream and Castle Water deals to buy respectively southern Water 
and thames Water’s non household customer books).
❙  progress on communications activities including plans to relaunch the 
Open Water website as a practical tool to inform customers. the redesign 
work is underway, and the new site will offer information on the market 
and the benefits of switching; supplier contact details; and a means of 
customers assessing whether they are eligible to take part. Open Water 

also plans to raise awareness through working with membership organisa-
tions including the Fsb, CbI, NFU and National trust. A national level public 
awareness campaign is also under consideration. 
❙  progress on assurance activities – deFrA, mOsL and Ofwat are each 
pursuing different strands of assurance activity. Griffiths said for its part, 
Ofwat had imposed the readiness licence condition and was working on 
its targeted review. At the time of speaking, the regulator had received re-
sponses to the questionnaire it had sent all the main companies covering 
off readiness in key areas such as data, systems and the customer journey. 
❙  Contingency planning for a range of “what if” scenarios (see report, p25).

the report, the second of a potential three independent review exercis-
es, gave a more negative assessment than when the programme was last 
reviewed (when it scored amber). Underpinning this were two key factors: 
the shortage of time before April 2017 and the fact that success hinges 
on so many stakeholders. According to the report: “success depends on 
many actions by many parties – the central system building, the codes 
defining market behaviour, the licensing and the exit processes, and the 
readiness of market participants to engage – none of these is without 
challenge. A number of major tasks still lie ahead and the efforts of a 
large number of participants have to be marshalled and coordinated. 

“the focus on the delivery of the central systems has dominated the 
programme for much of its life; it continues to be demanding but attention 
is now moving to the readiness of market participants. there is still much to 
be done in this area. the timetable has little if any flexibility to accommo-
date delay or disruption or lack of clarity in any of these areas and there is 
no contingency plan.” 

did Open Water feel the amber/red score was appropriate in April? 
Griffiths said the programme had rated itself amber, but that it didn’t 
have an amber/red option in its toolkit. It was accepting of some of the 
practical observations made by the reviewers – for instance on commu-
nications, because at the time resources had not been set aside to push 
the market opening message to customers – but noted other observations 
were opinion-based. 

oFWAT sIgnALLeD gReen FoR MARKeT DesPITe AMBeR/ReD AssessMenT

market operator
The Mo will be appointed through a col-
lective decision, scheduled for January 
2017, by appointed companies and WSSL 
holders. ofwat pointed out: “prospective 
retailers wishing to be involved in the pro-
cess for appointing MoSL as the Mo, will 
need to either have a WSSL, or have sub-
mitted a trading application to MoSL and 
an application for a WSSL to ofwat by 
the end of November 2016. This includes 
both new entrant retailers and WSSL re-
tailers that may be affiliated with an ap-
pointed company, if they have completed 
the steps above by the end of November.”

These parties will have to approve 
MoSL’s draft amended articles, business 
plan and budget, which are being pro-
duced. MoSL will seek members’ views 
in early September by issuing a business 
plan “principles and assumptions” paper, 
comments from which will be included 
in its subsequent business plan. Consulta-
tion with members will continue through 
the autumn.

 sePTeMBeR 2016 ocToBeR 2016 DeceMBeR 2016 JAnUARy 2017 MARcH 2017 APRIL 2017

MosL takes on Mo duties and responsibilities
Who: MOSL

Panel takes on duties and responsibilities 
under MAc and IcP abolished.
Who: panel members; panel secretary appointed by 
mOsL acting as mO

Revocation of WsLs
Who: Ofwat

WssLs take effect
Who: Ofwat

All codes: MAc, WRc, Rec, Isc and cPcoP 
come into effect
Who: Ofwat

MosL (as Mo) and  
initial market  
participants  
(wholesalers and  
retailers) sign  
framework agreement
Who: MOSL, Wholesalers 
and retailers

sUMMARy oF TRAnsITIon PLAn

Panel preparation January ---- March 
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Following the January decision, the Mo 
appointment will be formalised through 
the legal and regulatory market frame-
work when appointed companies, WSSL 
retailers and MoSL as the Mo all sign the 
framework agreement for the Market ar-
rangements Code (MaC). This is sched-
uled for March, with MoSL adopting Mo 
duties from april. 

Other elements
among other elements of the transition 
plan are: 

❙ codes panel: The Interim Codes panel 
(ICp) will be abolished at market open-
ing. ahead of that, the enduring Codes 

panel will be set up to undertake pre-
paratory work ahead of adopting its re-
sponsibilities (primarily recommending 
whether ofwat should accept or reject 
proposed changes to the Wholesale retail 
Code (WrC) and MaC). The panel will 
be chaired by the Mo chair, with mem-
bers as follows: three from associated re-
tailers (linked to incumbents); three from 
WSSL holders not affiliated to an appoint-
ed company; three wholesale members; 
and three independents appointed by the 
chair.  Nominations for the elected panel 
positions can be made from December 
with the selection scheduled for January.

❙ codes: The transition plan sets out 
when and how the two key codes will 
take effect. The WrC is a statutory code 
and is due to be issued by ofwat after an 
october consultation on the draft ver-
sion. ofwat will also consult on the draft 
MaC in october and this will be given 
effect by the Mo and market participants 
signing the framework agreement ahead 
of market opening. open Water has fur-
ther proposed that wholesale contracts 

are also signed at this time. a contract 
will be needed between each wholesaler 
and each retailer trading in its region as 
confirmation that the appointed company 
will provide the necessary services to the 
retailer and for each party to be bound 
by the provisions of the WrC. all other 
codes (customer protection code, interim 
supply code and retail exit code) will take 
effect at market opening. 

❙ Licences: The current WSLs will be re-
voked at market opening, when the new 
WSSLs come into effect. ofwat intends to 
use a statutory transition scheme to re-
voke the existing WSLs.

❙ Switch freeze: ofwat proposes to re-
strict customer switching via the current 
Customer transfer protocol (Ctp) for 20 
days immediately prior to market open-
ing to prevent any transactions being 
caught mid regimes. 

Subject to responses in by 9 September, 
there will be a further statutory consulta-
tion on the transition scheme at the end of 
September.  tWr

A number of major tasks  
still lie ahead and the efforts of 
a large number of participants 
have to be marshalled and  
coordinated. 

RePoRT|trANsItION pLAN

New customers in areas where 
the incumbent has opted to exit 
the non household retail market 
will be allocated to agreeable re-
tailers on a sequential basis by 
the market operator under plans 
consulted on by ofwat last month. 
The regulator said this approach 
would follow the Gap Site alloca-
tion process included as part of 
the Wholesale retail Code. 

The Direction to Supply con-
sultation, which ran from 3 to 31 
august, also suggested WSSL li-
censees would opt in and out of 
the Supplier of First resort (SoFr) 
pool by means of a simple form, 
with the exception being acquiring 
licensees (recipients of an exiting 
incumbent’s customer base) who 
would have to provide further evi-
dence should they want to opt out. 

ofwat will publish a conclu-
sions document and publish its 
Guidance on Direction to Supply 
in autumn. 

neWs RevIeW|

ofwat has published a statutory 
consultation on draft wholesale 
charging rules for england and 
Wales. These seek to drive trans-
parency ahead of business retail 
market opening in england and 
generally to improve wholesalers’ 
understanding of their costs. Con-
sistent with its wider strategy, the 
regulator will not design or speci-
fy wholesalers’ tariffs but has pro-
posed a rule requiring wholesalers 
to consider general charging prin-
ciples when setting their charges. 

Wholesalers have been told 
to publish “indicative wholesale 
charges” – an outline of what they 
expect their primary wholesale 
charges to be – three months in 
advance of their final decisions. 
The notice period is six months if 
wholesalers are planning to signifi-
cantly alter their charges. The idea 
is to give retailers more time to un-

derstand what they will be asked to 
pay and to develop their retail pric-
ing strategies and engage with cus-
tomers – though the timetable for 
all this remains very compressed 
given the go-live schedule. 

to increase confidence in indica-
tive and final charges being accurate 
and fair, ofwat is seeking board 
assurance from wholesalers; for 
wholesalers to engage with business 
customers in developing their tariffs 
and to consider transition arrange-
ments where appropriate; and for an 
impact assessment to be produced 
where charges will increase by more 
than 5% on the previous year. 

Moreover, wholesalers will be 
required to: 
❙  Identify different wastewater 
services charges trade effluent, 
foul water, highway drainage and 
surface water drainage. By 2020 
they will be required to separate 

out these different wastewater ser-
vice charges. In addition they must 
clearly state what concessionary 
surface water drainage discounts 
may be available and how these 
discounts may be accessed.
❙  Include information on both 
primary charges – typically in-
volving meter based annual charg-
es and/or volumetric charges for 
water and/or sewerage – and non-
primary services – e.g. charges for 
disconnection, meter testing, and 
pressure tests. Where these can’t 
be determined in advance, whole-
salers must outline the methodol-
ogy in their calculations.
❙  publish wholesale charges for 
eligible customers with special 
agreements. This is to enable re-
tailers to compete for Sa business. 

ofwat said it would issue final 
wholesale charging rules in time 
for april 2017.

Wholesalers told to produce indicative 
charges 3m ahead of final schemes

soFr rules
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a report by pWC for the Con-
sumer Council for Water consid-
ering lessons learned from other 
sectors for competitive household 
water retail suggests the prospec-
tive market would be fraught with 
difficulty and offer limited benefit 
to customers. In particular, the 
findings suggest it would be essen-
tial for the market to be structured 
and set up right first time as subse-
quent intervention would be long 
drawn out and difficult. 

according to the pWC analysis, 
which draws on experience from 
ofgem and ofcom among others,  
it has “proved difficult for regula-
tors to intervene in markets quickly 
with targeted, proportionate and 

effective measures to remedy det-
riments” – partly because detri-
ments can be difficult to quantify 
and partly because more direct in-
terventions, such as licence condi-
tion changes, are open to challenge 
from regulated companies. 

The report scopes out the full 
range of tools regulators can use to 
achieve desirable outcomes in do-
mestic markets, from industry self 
regulation to statutory regulations. 
one feasible approach is to exer-
cise greater regulatory involvement 
where there is a higher risk of detri-
ment; another is to target regulation 
only where it is needed – for exam-
ple, for certain customer groups.

pWC notes there is no easy op-

tion: “There are trade-offs among 
the price paid (by customers) to 
finance the central regulatory and 
structural arrangements (e.g. a 
market operator), the flexibility to 
innovate conferred by the regula-
tory model, and the benefit of the 
regulatory protection. These need 
to be balanced against the likely cost 
to customers/ society of the detri-
ments experienced in the absence of 
any regulatory intervention.”

In terms of the sort of detriment 
regulation might be necessary 
to address, pWC identifies nine 
common themes: 
❙  Differential pricing or terms by 
companies with significant mar-
ket share. 
❙  Incumbents reduce service levels 
(e.g. to captive customers ).
❙  risk of mis-selling and mislead-
ing information during the ‘dash 
for customers’. 
❙  Companies or regulatory fail-
ures may frustrate market entry.
❙  retailers or regulatory failures 
may frustrate switching.
❙  poor data or processes can result 
in mistakes during switching.
❙  Complexity leading to customer 

confusion. 
❙  Unfair and/ or hidden contract 
terms can confuse and disadvan-
tage customers.
❙  Customers unaware of right to 
switch or are not incentivised to 
do so. 

In addition, it highlights two 
extra dimensions relevant to wa-
ter: mass customer disengage-
ment (50% have never switched or 
changed tariff in energy and only 
5% switched in the year after the 
power market opened); different 
types of customer securing differ-
ing levels of benefit; and detriment 
for vulnerable and low income cus-
tomers who are not in a position to 
take advantage of the best deals. 

The report expands on these 
themes, noting the savings likely to 
be available in water are far lower 
than in energy – because of lower 
overall pricing; because retail in 
water makes up a smaller part of 
the value chain than in energy; 
and the likelihood of less benefit 
from savings from upstream com-
petition. However it observes wa-
ter customers could benefit from 
greater innovation and transpar-
ency should the market be opened. 

The box sets out the six key 
success factors pWC identified as 
necessary for a household market 
from a customer perspective. 

household retail market would 
need to be right first time

South east Water has applied to 
ofwat for a sewerage supply li-
cence. This will enable it to sell 
sewerage retail services to its in-
area non household customers on 
top of its existing water supply of-
fering from april.  

The company plans to trade as 
South east Water Choice.  Newly 
appointed managing director for 
the retail business, James Dubois, 
said: “South east Water Choice 
will be offering customers a one-
stop shop for water and wastewa-
ter, making the buying experience 
more streamlined. our aim is to 
provide greater value to customers 
through simplifying our services, 
as well as looking at a broad range 

of additional products and ser-
vices that provide added benefits.”

South east hasn’t yet applied for 
a licence to supply out of area cus-
tomers so the sewerage licence 
move looks like a protective one. 
extending its offering to include 
sewerage will enable it to  match 
the offering of competitors who are 
already placed to offer water and 
sewerage as a package. South east 
Water’s supply area sits within the 
sewerage supply areas of Thames 
Water and Southern Water, both of 
whom are exiting to ambitious re-
tailers (Castle Water and Business 
Stream). So South east will come 
up against at least those players im-
mediately the market opens. 

south east gets set to sell sewerage

❙  price competition among retail-
ers with no dominant position held 
by any retailers in the market.
❙  Customers receive value for 
money in the  services they receive 
from retailers.
❙  Customers are active and 
engaged in the market, with an 
easy, smooth process for switching 

supplier and no groups of custom-
ers excluded or deterred from 
engaging with the market.
❙  retailers motivated to deliver 
improved services.
❙  New suppliers can enter the 
market freely.
❙  Customers who need extra pro-
tection receive it.

A sUccessFUL DoMesTIc MARKeT HAs:

Riding high: Business Stream has chalked up two deals this summer with 
iconic Scottish leisure sites. The Landmark forest adventure park in the 
Highlands has renewed its water services contract under a two-year deal 
which includes supply for the park’s Wild Water Coaster attraction. This fea-
tures three waterfall raft rides and a floating tap optical illusion. Separately, 
Gleneagles has signed a contract covering water supply for its hotel and 
championship golf courses, and wider water management support. 
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17TH ANNUAL 
LEAKAGE 
CONFERENCE 2016

Join regulators, government, key stakeholders 
and industry specialists to explore the latest 
developments in leakage management.

>  Gain insight from senior industry leaders and regulators 
on future water resource management needs, retail market 
opening and the journey to the next price review

>  Learn more about the impact of leakage ODI’s plus recent 
innovations and new technologies in leakage detection 
and smarter networks

>  Exchange ideas, identify good practice and develop future 
plans for managing leakage

>  Debate with fellow industry specialists through discussion 
sessions, networking breaks and the conference dinner.

Chair: Martin Baggs, former Chief Executive, Thames Water

“
”

Leakage remains a critical priority for all water companies and 
their customers. As the industry enters a period of signifi cant 
change, this year’s conference provides an important forum to 
explore the potential impacts whilst looking ahead to the vital 
innovation and development opportunities to further improve 
performance for all customers. 

Tuesday, 11 October
Crowne Plaza
Birmingham City Centre
9.00am – 5.00pm

Pre-event dinner: 
Monday, 10 October

Contact Natacha Jedzinska
to book your place 

 njedzinska@water.org.uk
 +44(0)203 772 8984 

www.waterukevents.co.uk

  @WaterUKEvents 
#leakage2016
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